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*1  APPLICATION TO FILE AMICUS CURIAE BRIEF

The Pacific Juvenile Defender Center applies to this Court for permission to file an amicus brief in support of Ricardo P. under
Rule of Court 8.520(f).

Proposed Amicus Pacific Juvenile Defender Center (PJDC) is a regional affiliate of the Washington, D.C.-based National
Juvenile Defender Center. PJDC works to build the capacity of the juvenile defense bar and to improve access to counsel
and quality of representation for children in the justice system. PJDC provides support to more than 500 juvenile trial
lawyers, appellate counsel, law school clinical programs and non-profit law centers to ensure quality representation for children
throughout California and around the country. Collectively, PJDC members represent thousands of youth in juvenile court
delinquency cases and youth being tried as adults in California.

PJDC also engages in policy work and involvement in appellate cases aimed at assuring fairness and appropriate treatment of
young people in the justice system. In this regard, PJDC has long been concerned about the handling of youth in the criminal
justice system. Last year, PJDC filed an amicus brief in In re R. V., 61 Cal.4th 181(2015), in which this court decided several
issues relating to juvenile competence. PJDC also participated with other amici curiae in the cases of People v. Franklin, 63
Cal.4th 261(2016), In re Alatriste, S214652, and In re Bonilla, S214960, *2  filing an amicus brief in Bonilla regarding whether
a total term of imprisonment of 50 years to life for a 16-year-old offender is the functional equivalent of life without possibility
of parole within the meaning of Miller v. Alabama, 132 S.Ct. 2455 (2012). PJDC also participated with other amici curiae in
People v. Gutierrez, 58 Cal.4th 1354 (2014), in which this Court held that the Eighth Amendment forbids a presumption in favor
of life without parole at sentencing hearings under Penal Code section 190.5. PJDC also participated in People v. Caballero,
55 Cal.4th 262 (2012), in which this Court struck down the imposition of “de facto” life sentences on juveniles tried as adults.
PJDC is knowledgeable about the relevant law, the impact of age and immaturity on behavior, adjudicative competence, and
capacity for rehabilitation. PJDC is interested in this case because the decision in this case will affect thousands of youth on
probation in the juvenile court throughout California.

*3  BRIEF OF AMICUS CURIAE

I. INTRODUCTION

Upholding the electronic search condition in this case sets a dangerous precedent by expanding the scope of juvenile probation
and incentivizing technical compliance over meaningful rehabilitation. The electronic search condition here fails the third prong
of People v. Lent, 15 Cal.3d 481 (1975) because it is unrelated to Ricardo P.'s offense and only increases the level of surveillance
against Ricardo P., leading to a greater chance of future criminality, not less. To uphold this electronic search condition as being
reasonably related to future criminality suggests that any probation condition, no matter how intrusive or unconnected to the
underlying offense, could be justified.

This brief argues that rather than minimizing future criminality, electronic searches contribute to it. Warrantless electronic
search conditions, such as the one at issue in this case, incentivize a juvenile probation regime to focus more on surveillance,
technical compliance and punishment, at the expense of probation support programs informed by adolescent development and
concentrated on positive youth development.
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Amici concur with Appellant's position that the electronic search condition in this case is also not reasonable because of
the unique, and heightened, privacy concerns associated with electronic devices. See Attorney's Opening Brief on the Merits
(AOBM) at 10. This brief expands *4  on Appellant's position by situating electronic search conditions within the context of
juvenile probation and adolescent development. This brief explains the significant consequences of imposing electronic search
conditions as a routine condition of juvenile probation.

This brief makes three general claims: (1) The court of appeals erred in upholding the electronic search clause as being
reasonably related to future criminality because it facilitates probation supervision; (2) Electronic search conditions undermine
the rehabilitative function of juvenile court; and (3) There are other mechanisms to search probationers' cell phones and social
media accounts.

II. THE ELECTRONIC SEARCH CONDITION IN THIS CASE WAS NOT REASONABLE

The electronic search condition in this case was not reasonable because it was unrelated to Ricardo's underlying offense or prior
offenses, and it undermines, rather than promotes, rehabilitation. Although adults often waive their Fourth Amendment rights in

accepting probation, and adult probation is viewed as a privilege and not a right, 1  those legal principles do not apply in juvenile
court. In juvenile court, probation is *5  imposed as an order of the court and youth have no legal right to reject or decline to

consent to a probation search condition. 2  As such, juvenile probation terms must be narrowly defined and circumscribed so
as to not unduly burden the constitutional rights of youth.

A. An Electronic Search Condition Should Not Be Deemed “Related to Future Criminality” Unless The Underlying
Offense Directly Involved Electronic Devices

The Court of Appeal's holding eviscerates the limiting principles articulated in Lent and dangerously expands the holding in
People v. Olguin, 45 Cal.4th 375 (2008). While there are certainly offenses that involve electronic devices, the purely speculative
connection between all future criminality and electronic devices is not, without more, sufficient justification for the imposition

of such a far-reaching and intrusive condition. 3  As Appellant appropriately concedes, if there were a direct nexus between
the underlying offense or prior offenses and electronic devices, a search condition might be permissible - but that is not the
case here. See AOBM at 23.

*6  The third prong of Lent must be narrowly interpreted to avoid the slippery slope of justifying any condition on the grounds
that it facilitates rehabilitation. As the Court of Appeal in Mark C. correctly concluded: “We do not read Olguin to hold that every
condition that might enable a probation officer to supervise his or her minor charges more effectively is necessarily ‘reasonably
related to future criminality.’ Such a reading would effectively eliminate the reasonableness requirement that the court in Olguin
discusses at some length.” In re Mark C., 244 Cal.App.4th 520, 533 (2016) (rev. granted April 13, 2016.). Indeed, the Courts
of Appeal have routinely invalidated probation conditions that are not reasonably related to future criminality where there was

no nexus between the underlying offense and the condition. 4

The Mark C. court observed that absurd results follow an unduly expansive interpretation of what is related to probation
supervision: “Requiring Mark to copy his probation officer on all his emails, and forward all his postings on social media to
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his probation officer might also *7  facilitate his probation officer's supervision of him, as would requiring him to wear a body
camera.” In re Mark C., 244 Cal.App.4th at 533.

The touchstone of the third prong of Lent is reasonableness. 15 Cal.3d at 487. As the Olguin Court explained, conditions
of probation, including those that promote supervision, should “assure that the probation serves as a period of genuine
rehabilitation.” 45 Cal.4th at 382 (citation omitted); see also Welf. & Inst. Code, § 730(b) (probation conditions must be
“reasonable” and “fitting and proper to the end that...the reformation and rehabilitation of the ward [is] enhanced.”) Not only
is there no nexus between Ricardo's underlying offense and the search condition, the condition is also not reasonable because
there is no evidence to suggest that greater search power improves outcomes in terms of future criminality and “genuine
rehabilitation.” Olguin, 45 Ca*. 4th at 380.

The Justice Center of the Council of State Governments, in partnership with the Office of Juvenile Justice and Delinquency
Prevention, as well as the MacArthur Foundation, recently published guidance on reforming juvenile justice systems. The report

observes that too often juvenile justice policy is implemented and imposed with little reliance on research. 5  There is no research,
much less any other evidence, to support *8  the premise that expanding the search powers of juvenile probation leads to lower

recidivism or improved outcomes for youth. 6  As explained herein, given what is now known about adolescent development,

juvenile probation methods that focus on surveillance and rule-following are largely ineffective. 7

B. Because Youth, Unlike Adults, Do Not Consent to Probation
Search Conditions, The Searches Must Be More Circumscribed

Carefully tailoring probation search conditions is especially important in juvenile cases because youth, unlike adults, do not
consent to probation or probation conditions. For adults, invasive search conditions are partly justified on the grounds that

probationers waive their Fourth Amendment right in exchange for the privilege of being on probation, instead of prison or jail. 8

For youth, probation is not a choice or a privilege, which, as the court in Mark C., concluded, is reason to more narrowly
tailor and impose *9  search conditions. 244 Cal.App.4th at 530. Unlike adults, youth do not, and cannot, consent to waive
their Fourth Amendment rights while on probation. “For adults, probation is a privilege and adults may waive their Fourth
Amendment rights by consenting to warrantless searches ‘in exchange for the opportunity to avoid service of a state prison
term.”’ In re Mark C., 244 Cal.App.4th at 530. For youth, on the other hand, probation “is an ingredient of a final order for the
minor's reformation and rehabilitation.” In re Tyrell J., 8 Cal.4th at 81. A young person cannot refuse probation nor can they
refuse a particular condition of probation, like a search condition.

The court in Mark C. correctly observed that “[c]ourts have recognized that a ‘minor cannot be made subject to an automatic
search condition; instead, such condition must be tailored to fit the circumstances of the case and the minor.”’ 244 Cal.App.4th
at 530. It was partially based on this logic that the Mark C. court invalidated the electronic search clause in that case. Id.

The inability of youth to consent to an electronic search condition, such as the one at issue in this case, is why these conditions
must be imposed in only limited circumstances. Because probation is not a privilege for youth, and they have no option but to
accept probation as an order of the juvenile court, this Court must guard against the imposition of broad-sweeping search terms.

*10  C. Imposing an Electronic Search Condition in This Case Will Set a Dangerously Sweeping Precedent
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In 2015, there were almost 30,000 youth on probation in California. 9  Upholding the electronic search condition in this case,
where the underlying offense was unrelated to Ricardo's use of electronic devices, will mean that all of these youth could soon
be subject to electronic search conditions, regardless of their underlying offense.

This expanded search power, combined with the massive amount of personal and private information contained on electronic

devices, 10  means that probation officers will have unprecedented access to what is a de facto constant wiretap. 11  This
represents a significant expansion of the juvenile probation regime, which will result in a substantial increase of probation youth
cycling in and out of detention on technical probation violations and remaining involved in the juvenile court system longer
than necessary.

*11  III. ELECTRONIC SEARCH CONDITIONS UNDERMINE, RATHER THAN
FACILITATE, THE REHABILITATIVE PURPOSE OF JUVENILE PROBATION

Rehabilitation and the best interest of the child are the hallmarks of the juvenile court system. See Cal. Welf. & Inst. Code, §
202(b). Yet indiscriminate imposition of electronic search conditions will certainly impede these goals.

A. Electronic Search Conditions Incentivize Hyper-Surveillance Over Rehabilitation

Expansive search powers coupled with the vast quantity of information stored on electronic devices incentivizes strict

monitoring and surveillance over interactive and dynamic probation supervision. 12  Electronic search conditions conflate the
role of probation officer and *12  police officer, undermining the rehabilitative goals of juvenile court and the need to build

trusting relationships with youth. 13

Eliminating the warrant requirement and allowing for constant electronic surveillance does little to promote a meaningful
relationship between probation officer and probationer. In Griffin v. Wisconsin, one of the first Supreme Court cases to uphold
warrantless probation searches, Justice Blackmun expressed this concern in his dissent:

I fail to see how the role of the probation agent in “fosterfing] growth and development” of the client is
enhanced the slightest bit by the ability to conduct a search without the checks provided by prior neutral
review. If anything, the power to decide to search will prove a barrier to establishing any degree of trust

between agent and client. 14

Electronic search conditions allow probation officers to have less interaction with youth and to more easily document technical

non-compliance with probation. 15  For youth, probation violations are often *13  unrelated to criminal behavior and reflect
impulsive, but typical, adolescent behavior.

In California, roughly 25 percent of youth in juvenile correctional facilities are confined for technical probation or parole

violations. 16  That number could increase exponentially if probation officers are afforded greater authority to search for,
document and punish probation violations recorded on electronic devices. In short, an electronic search condition intensifies
the “revolving door” of incarceration, which, as Professor Nirej Sekhon explains, is “less about criminals' pathology than just
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a predictable consequence of net widening and strengthening. Any population subject to intensive policing/prosecution will

regularly move between supervised release and incarceration over time.” 17

The shift towards probation focused more on surveillance is particularly concerning in the juvenile court setting. As a retired
judge who now chairs the Federal Advisory Committee on Juvenile Justice observed of juvenile probation: “When a probation
officer crosses the line into behaving as a police officer, the probationer may lose the confidence needed to pay attention to the

officer's advice and choice of services and *14  programs.” 18  With expanded search authority there is also the noted risk of

“repeated harassment and arbitrary searches.” 19

The greater the ability to document violations, the greater the chance that young people will be confined on technical probation

violations. This is especially alarming for youth because of the documented harm associated with incarceration. 20  The dangers
of juvenile incarceration are extensively reviewed and documented in a recently released report by the Harvard Kennedy School

and the National Institute of Justice. 21  The harm of incarceration is so severe that this report recommends replacing all youth
prisons with community-based alternatives.

*15  Additionally, each time a young person is detained on a probation violation, even if just for a short time, their lives and
efforts at rehabilitation are disrupted. School districts quickly unenroll students, making it that much harder to return to school

upon release. 22  Detained youth lose their jobs, miss interview and training opportunities, fall behind in school, struggle to

maintain familial relationships, and are cut off from counseling or support they may be getting in the community. 23  In short, it
is not an inferential leap to see that a real unintended consequence of electronic search conditions are more frequent probation

violations and more frequent detention. 24

It is precisely this danger that prompted the Justice Center Report to recommend against increased surveillance of youth. The
Report specifically recommends that juvenile justice systems should enable probation officers to “spend less time monitoring

the conditions of *16  supervision and more time helping to address the primary causes of youth's delinquent behaviors.” 25

B. Electronic Search Conditions Fail to Account for The Unique Nature of Adolescent Development

The reasonableness of an electronic search condition must be viewed in the context of adolescent development. Youth are not
mini-adults, and what might be reasonable for an adult is not necessarily reasonable for a young person. As noted by Appellant,

an electronic search condition chills productive, pro-social communication and expression. 26  Young people subject to a search
condition may decline to reach out for support or rehabilitative services because they fear the surveillance inherent in electronic
probation searches.

However, there are additional aspects of adolescent development that should be considered. An electronic search condition
allows probation officers to more easily monitor, document and punish behavior that is typical for adolescents - behavior that
youth grow out of. Expansive electronic searches will reveal youthful behavior that, while constituting a technical probation
violation, is also typical of adolescents in general, is not criminal, and is best addressed outside of the juvenile court system.

*17  The National Research Council has made clear that a developmentally appropriate approach to working with youth

should be the guiding principle for juvenile court intervention, including juvenile supervision. 27  More expansive search and
surveillance power is not developmentally appropriate. Electronic surveillance does little to help youth and instead simply
reflects, and unnecessarily punishes, typical adolescent behavior.
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Youth, unlike adults, do not yet have the fully formed ability to process information and think hypothetically about future

outcomes, including what alternative options might extricate them from the current situation. 28  This is significant because it

means that youth are also less likely to be deterred by hypothetical future ramifications. 29

Youth are also more susceptible to peer pressure. 30  Research shows that young people are less able to resist peer pressure and

the fear of *18  rejection. 31  Relatedly, they lack the capacity for self-regulation in emotionally charged contexts and respond

more quickly to immediate incentives. 32

Neurobiological research suggests that the parts of the brain that govern impulse control, planning ahead, weighing risks and

rewards, and coordinating emotion and cognition continue to mature throughout adolescence. 33  Adolescents begin to form

their identities and develop adult skills through “experimentation and novelty-seeking behavior that tests limits.” 34  Identity
formation also includes finding a sense of autonomy, and as a result, adolescents are hyper-sensitive to social control by authority

figures they view illegitimate, inconsistent, or unpredictable. 35

It is precisely these aspects of cognitive development and maturity that are relevant to electronic search conditions. Greater
surveillance will *19  not change these behaviors; it will only penalize them. Unlike adults, youth engage in behavior - behavior
reflected in their electronic devices - that is impulsive and fails to appreciate the future consequences of their actions. They say,
post, and share information that reflects identity formation, responses to peer pressure, and to pressures in their environment.
As mentioned, most of these behaviors do not involve criminal behavior and are purely developmental, in that youth will grow

out of them. 36

Youth are also likely not to respond well to the unpredictability of electronic searches, further undermining trust in the

probation officer. Given that “a critical task of adolescence is to refine and deepen the sense of self and self-image,” 37  constant
surveillance may chill otherwise normal and healthy development.

Monitoring and punishing typical adolescent behavior is ineffective. As the Justice Center Report explained:

Since adolescents are risk takers, impulsive, and do not react well to punishment, it should come as no
surprise that research shows that traditional supervision alone has a small, if any, impact on recidivism and
other youth outcomes once it's over. This impact is particularly muted when contact is brief, authoritarian,
and concentrated on monitoring and enforcing the conditions of *20  probation instead of on engaging

youth and promoting positive youth behaviors. 38

Probation strategies that focus on positive youth development and dynamic risk factors, instead of fear and surveillance,

lead to better outcomes. 39  Experts are clear that youth need “positive adult-youth interactions, feedback loops, and learning
opportunities that help them with the developmental tasks of impulse control, judgment, future orientation, and emotional

maturity.” 40  It is important that the approach of probation emphasize critical thinking and autonomous decision-making over

sheer compliance. 41  Constant surveillance is inconsistent with this approach.
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Increased supervision is also not an appropriate response to youth with mental health needs who are low-risk. 42  “Approximately
60 to 70 percent of youth in juvenile justice detention, correctional, or community-based facilities have a diagnosable mental

disorder and over 27 percent have a serious mental disorder that impairs their ability to function.” 43  *21  These youth,

according to the Justice Center Report, “should receive minimal supervision services from the juvenile justice system.” 44

C. Electronic Search Conditions Are Not Likely to Lead to Better Outcomes for Youth

Research shows that the best approach of juvenile probation is often the least intrusive. 45  As the Justice Center Report cautions,
“supervision is most effective when less focused on catching youth doing something wrong and more focused on helping them

do right.” 46  Electronic search conditions, such as the one at issue here, emphasize catching youth doing something wrong.
While youth must be held accountable for their actions, accountability should not be conflated with punishment and youth

should not be subject to restrictive supervision and punitive probation conditions so as to “teach them a lesson.” 47  Indeed,
“[b]esides the significant costs and poor youth outcomes associated with this punitive approach, such *22  efforts do little to

help repair the harm caused to victims and communities.” 48

For low risk offenders, such as Ricardo P., less intrusive means of intervention lead to better outcomes. 49  As the Justice Center
Report notes: “By minimizing interventions for low-risk youth, juvenile justice systems will avoid the costly and harmful
mistake of over-intervening with youth who, with limited systems involvement, will likely age out of their delinquent behavior

on their own, and do so without much, if any, further impact on public safety.” 50  Increased surveillance risks exposing low-

risk offenders to greater court-involvement with negligible, if not negative, outcomes. 51

In a review of over 600 evaluations of delinquency interventions, researchers discovered that programs that fail to address

the underlying needs of youth result in negligible or negative outcomes. 52  Increased *23  surveillance abilities is precisely
the type of intervention that risks exacerbating this problem. Rather than expand surveillance, probation should be focused on

cognitive behavioral therapy and family and community based approaches. 53

IV. OTHER LEGAL MECHANISMS ALLOW FOR CELL PHONE SEARCHES

It is not the position of Amici that an electronic search condition will never be reasonable. There may be cases where the
underlying offense directly involved electronic devices and therefore justify an electronic search condition.

But even if there is not an electronic search condition, police and probation can still search cell phones - they just need a
warrant or the search must fall under one of the exceptions to the warrant requirement. As the Riley Court explained, “[r]ecent
technological advances... have... made the process of obtaining a warrant itself more efficient.” Riley v. California, 134 S. Ct.
2473, 2493 (2014).

Other well-known exceptions may provide a legal basis for a search, such as exigency searches. “Such exigencies could include
the need to prevent the imminent destruction of evidence in individual cases, to pursue a fleeing suspect, and to assist persons
who are seriously injured or are *24  threatened with imminent injury.” Id. at 2494. In short, where there is no electronic search
condition, police and probation are not without options to search a juvenile probationer's cell phone, if necessary.
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V. CONCLUSION

For the foregoing reasons, Amici urge this Court to find that the electronic search probation condition is unreasonable, that it
fails the Lent test, and that the trial court erred in imposing it on appellant.
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*1  ISSUED PRESENTED

Whether the juvenile court abused its discretion under People v. Lent (1975) 15 Cal.3d 481 by imposing an electronics search
condition of probation as a rehabilitative and deterrence measure reasonably related to future criminality.

INTRODUCTION

Ricardo P. was adjudged a ward and placed on probation after he admitted two felony first degree burglaries. (Typed Opn. 1.) To
monitor Ricardo's involvement with drugs, the juvenile court imposed conditions of probation, including Ricardo's submission
to warrantless searches of data stored on his electronic devices and data in electronic accounts accessed through these devices.
(Id. at pp. 3, 5.)

The Court of Appeal recognized that a properly drafted condition could include electronics searches “reasonably likely to be
relevant to Ricardo's rehabilitation” (id. at p. 15), but it found the condition, as written, unconstitutionally overbroad by not
“limit[ing] the types of data on or accessible through his cell phone that may be searched in light of this purpose” (id. at p.
14). The appellate court ordered the juvenile court “to determine which types of information must be subject to search to
accomplish the condition's purpose” and “to impose a narrower condition if it wishes.” (Id. at p. 17.) Such a condition might
include “electronic information that is reasonably likely to reveal whether Ricardo is boasting about his drug use or activity,
such as text and voicemail messages, photographs, e-mails, and social-media accounts.” (Id. at p. 18.)

*2  Ricardo challenges the Court of Appeal's threshold determination under the tripartite test of People v. Lent, supra, 15 Cal.3d

481 1  that an electronics search condition is authorized by state law in his case. (See Typed Opn. 6-11.) The appellate court
found Lent's third factor was not satisfied and rejected Ricardo's argument there needs to be evidence he had used electronic
devices and social media to communicate about illegal conduct. (Id. at p. 9.) The court instead held it sufficient that the searches
would enable effective supervision of Ricardo through his other probation conditions. (Id. at p. 10.) No controlling authority,
the court said, “requires a connection between a probationer's past conduct and the locations that may be searched to uphold a
search condition under Lent, supra, 15 Cal.3d 481. Because no such connection is required, conditions permitting searches of
probationers' vehicles, for example, are permissible regardless of whether the record shows that the probationer has access to a
vehicle or has engaged in illegal activity related to a vehicle. Given the ubiquity of electronic devices, particularly cell phones,
we cannot say that an electronics search condition is unreasonable simply because the record does not show that the probationer
necessarily has access to such devices or has used them to engage in illegal activity. We therefore conclude that the electronics
search condition here is valid under Lent because it is reasonably related to preventing future criminality.” (Typed Opn. 11.)
The Court of Appeal's conclusion rejecting Ricardo's Lent claim is correct.

Ricardo's alternative constitutional claim is improperly raised and premature. It need not be addressed on the merits and would
fail if it were.

*3  STATEMENT

The statement is taken from the opinion by the Court of Appeal, which in turn took the facts of the offense from the probation
report. (Typed Opn. 2, fn. 4.)
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In February 2014, when he was almost 18 years old, Ricardo and two adults broke into two homes in San Jose. They were
chased out of the first home before they could take anything. A few hours later, they stole costume jewelry from the second
home, and all three were soon apprehended.

Several months later, the Santa Clara County District Attorney filed a petition under Welfare and Institutions Code section 602,
subdivision (a) seeking to have Ricardo declared a ward of the court. The petition alleged two felony counts of first degree
burglary. After Ricardo admitted the petition's allegations, the case was transferred to Alameda County for disposition.

At the dispositional hearing, the juvenile court declared Ricardo a ward of the court and placed him on probation with various
conditions. These included conditions prohibiting him from using or possessing controlled substances, associating with people
he “know[s] to use, deal[,] or possess illegal drugs,” and having any contact with the two adult co-participants in the burglaries.
Additional conditions were imposed to facilitate monitoring of Ricardo's compliance with the terms of his probation. These
included conditions requiring him to submit to drug testing and to “[s]ubmit person and any vehicle, room [,] or property,
electronics including passwords under [his] control to search by Probation Officer or peace office[r] with or without a search
warrant at any time of day or night.” [...]

Ricardo objected to the drug-related conditions on the basis there was no evidence he used drugs. In response, the juvenile
court cited the following language from the dispositional report: “In regards to the present offense, the minor reported he wasn't
thinking. He continued by saying that he stopped smoking marijuana after his arrest because he felt that [it] did not allow him
to think clearly.” When Ricardo then objected to the electronics search condition, the court responded, “I think the law is very
clear that [such a condition] is *4  appropriate[,]... particularly [for] minors or people that are [Ricardo's] age. I find that minors
typically will brag about their marijuana usage or drug usage, particularly their marijuana usage, by posting on the Internet,
showing pictures of themselves with paraphernalia, or smoking marijuana. It's a very important part of being able to monitor
drug usage and particularly marijuana usage.”

(Typed Opn. 2-4, fns. omitted and bracketed ellipsis added.)

SUMMARY OF ARGUMENT

“Minors under the jurisdiction of the juvenile court as a consequence of delinquent conduct shall, in conformity with the
interests of public safety and protection, receive care, treatment, and guidance that is consistent with their best interest, that holds
them accountable for their behavior, and that is appropriate for their circumstances. This guidance may include punishment
that is consistent with the rehabilitative objectives of this chapter.” (Welf. & Inst. Code, § 202, subd. (b).) “The purposes of
juvenile wardship proceedings are twofold: to treat and rehabilitate the delinquent minor, and to protect the public from criminal
conduct.” (In re Jose C. (2009) 45 Cal.4th 534, 555.)

Appropriate restrictions on juvenile wards include “[1]imitations on the minor's liberty imposed as a condition of probation or
parole.” (Welf. Inst. Code, § 202, subd. (e)(3).) Under Welfare and Institutions Code section 730, subdivision (b), when a ward
described in section 602 is placed under the supervision of the probation officer or committed to the care, custody, and control
of the probation officer, “[t]he court may impose and require any and all reasonable conditions that it may determine fitting and
proper to the end that justice may be done and the reformation and rehabilitation of the ward enhanced.” This court consistently
implements the legislative authorization of probation conditions that reasonably afford *5  the prospect of a war's reformation
and the protection of society. (See In re Sheena K. (2007) 40 Cal.4th 875, 889.)

The court determines the validity of a probation condition under state law by applying the tripartite test of People v. Lent, supra,
15 Cal.3d 481. The Lent test provides that a probation condition is unauthorized only if it (1) has no relationship to the crime
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of convicted, (2) relates to conduct which is not in itself criminal, and (3) requires or forbids conduct which is not reasonably
related to future criminality. (Id. at p. 486.) A condition will not be invalidated unless all three factors in the Lent test are present.
(People v. Olguin (2008) 45 Cal.4th 375, 379.) The question on review presupposes the first and second Lent factors are present
in this case. The Court of Appeal found under Len's first factor that Ricardo's possession of two cell phones when arrested for
the burglaries he committed with adults did not show that the phones “played [any] role in his criminal activity.” (Typed Opn. 8.)
As to Len's second factor, the court noted that the use of electronic devices typically is not itself criminal conduct. (Id. at p. 9.)

The Court of Appeal correctly held that the third factor - i.e., the condition is one that “requires or forbids conduct which
is not reasonably related to future criminality” (Lent, supra, 15 Cal.3d at p. 486) - is not triggered by the electronics search
condition. Contrary to Ricardo's argument, the third factor does not depend upon a showing that electronic devices or electronic
information accessible through the devices have a proven nexus to earlier admitted conduct that brings his case within section
602 or that directly impacts his prospects for rehabilitation. Nor, as his argument implies, does Len's tripartite structure yield
a de facto two-part test under which the first “no relationship to the crime” factor subsumes the third “not reasonably related
to future criminality” factor. This court invoked the third Lent factor in People v. Olguin, supra, 45 Cal.4th 375, to uphold a
condition that, while lacking a direct relationship to the offense of *6  conviction, enabled the court and the probation officer
to supervise the offender's adherence to other conditions and to deter and detect new crimes or probation violations. Consistent
with this court's decisions, Len's third factor is triggered where the condition's mode of regulating otherwise lawful conduct does
not reasonably relate to future criminality. In that way, the third factor takes into account the reformative and public protection
goals of the juvenile justice system specifically and the probation system for juveniles and adults generally.

Contrary to Ricardo's claim, the scope of juvenile probation conditions is not unfettered or subject only to the imagination
of the juvenile court in positing rationales linking the condition to deterrence. The scope of juvenile probation conditions is
still checked by the reasonableness requirement of Welfare and Institutions Code section 730, subdivision (b). At bottom, the
nexus test posited by Ricardo is contrary to Lent, is unnecessary, and would undermine the juvenile court's ability to further
the war's rehabilitation.

The juvenile court was entitled to assess Ricardo as one who could benefit from searches of his electronic devices while a ward
under the supervision and control of the probation officer. The court's purpose to monitor Ricardo's adherence to drug laws
and other conditions relating to use of controlled substances is reasonable in light of the record. Ricardo believed marijuana
use contributed to his participation in the burglaries, and he claimed he quit using marijuana to think clearly, and presumably
exercise better judgment. Suspicionless searches of his electronic devices reasonably relate to future criminality as such searches
promote rehabilitation and protect the public from renewed criminal conduct by furnishing a valuable indication of whether
Ricardo is following the conditions of probation, especially drug-related conditions. The very existence of the search condition
could deter Ricardo from backsliding. It *7  would be odd and diminish the objectives of the juvenile probation system if the
condition only could be imposed for the purpose of deterring a ward from committing future offenses with an electronic device
like one used to promote the war's previous offense or intrinsic to the commission of that offense.

This court need not address Ricardo's Fourth Amendment claim that electronics search conditions are unconstitutionally
overbroad under Riley v. California (2014) 573 U.S. [134 S.Ct. 2473]. That claim is not fairly included in the question on
review or the answer. Moreover, his challenge is premature. Since this court may clarify constitutional overbreadth analysis in
In re A.S., No. S220280, further review should await the juvenile court's decision on remand. Regardless, the claim fails on
the merits. Riley announced a rule addressing searches of cell phones incident to arrest, making clear that other exceptions to
the warrant requirement may still justify a search of a cell phone. This case is governed by the distinctly different exception
for searches judicially authorized as conditions of probation.
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ARGUMENT

I. AN ELECTRONICS SEARCH CONDITION IS REASONABLE IN RICARDO'S CASE UNDER LENT

Ricardo contends an electronics search condition is precluded in this case by People v. Lent, supra, 15 Cal.3d 481. We
disagree. The Court of Appeal properly concluded that Ricardo's submission of electronic information to warrantless searches
is reasonably related to his rehabilitation and to deterring future criminality by providing for appropriate supervision in light
of his particular circumstances.

*8  A. The Juvenile Court Has Broad Statutory Discretion to Impose Probation Conditions to Rehabilitate
a Ward, and a Ward's Search Condition Is Reviewed for Abuse of Discretion Under the Lent Test

A juvenile court may impose on a ward on probation “any and all reasonable conditions that it may determine fitting and proper
to the end that justice may be done and reformation and rehabilitation of the ward enhanced.” (Welf. & Inst. Code, § 730, subd.

(b).) 2  “A juvenile court enjoys broad discretion to fashion conditions of probation for the purpose of rehabilitation and may even
impose a condition of probation that would be unconstitutional or otherwise improper so long as it is tailored to specifically meet
the needs of the juvenile.” (In re Josh W. (1997) 55 Cal.App.4th 1,5; accord, In re Sheena K., supra, 40 Cal.4th at p. 889.) The
same principle applies when the juvenile court imposes on a ward a requirement that the minor submit to warrantless searches.
(In re Tyrell J. (1994) 8 Cal.4th 68, 81-82, overruled on a related ground in In re Jaime P. (2006) 40 Cal.4th 128, 130, 139.)

Juveniles are reasonably deemed to be more in need of guidance and supervision than adults. The state, when it asserts
jurisdiction over a minor, stands in the shoes of the minor's parents, who may curtail a child's exercise of rights as an aspect
of their constitutionally protected right to direct the upbringing and education of their children. (In re Antonio R. (2000)
78 Cal.App.4th 937, 941.) Additionally, “[allthough the goal of both types of probation is the rehabilitation of the offender,
‘[j]uvenile *9  probation is not, as with an adult, an act of leniency in lieu of statutory punishment; it is an ingredient of a final
order for the minor's reformation and rehabilitation.’ [Citation.]... [1] In light of this difference, a condition of probation that
would be unconstitutional or otherwise improper for an adult probationer may be permissible for a minor under the supervision
of the juvenile court. [Citations.]” (In re Tyrell J., supra, 8 Cal.4th at p. 81.)

With respect to either juveniles or adults, “[g]enerally ‘[a] condition of probation will not be held invalid unless it “(1) has no
relationship to the crime of which the offender was convicted, (2) relates to conduct which is not in itself criminal, and (3)
requires or forbids conduct which is not reasonably related to future criminality....” [Citation.]’ [Citation.] This test is conjunctive
- all three prongs must be satisfied before a reviewing court will invalidate a probation term. [Citations.] As such, even if a
condition of probation has no relationship to the crime of which a defendant was convicted and involves conduct that is not itself
criminal, the condition is valid as long as the condition is reasonably related to preventing future criminality. [Citation.]” (People
v. Olguin, supra, 45 Cal.4th at pp. 379-380, quoting Lent, supra, at p. 486.) Courts have consistently held the Lent test applies
to juvenile probation conditions. (In re P.O. (2016) 246 Cal.App.4th 288, 294; In re D.G. (2010) 187 Cal.App.4th 47, 52.)

A juvenile court's probation conditions are reviewed for abuse of discretion. Such discretion will not be disturbed in the absence
of manifest abuse. (In re P.A. (2012) 211 Cal.App.4th 23, 33; In re Josh W., supra, 55 Cal.App.4th at p. 5.)

*10  B. Lent's Third Factor of Future Criminality Ensures the Mode of Regulating
Otherwise Lawful Conduct Is Conducive to the Rehabilitative and Deterrent
Functions of the Probation System; It Requires No Nexus to Earlier Offenses
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In Lent, supra, 15 Cal.3d 481, this court stated that “a condition of probation which requires or forbids conduct which is not
itself criminal is valid if that conduct is reasonably related to the crime of which the defendant was convicted or to future
criminality.” (Id. at p. 486.) The court did not suggest, let alone hold, that “future criminality” must be comparable to a previous
offense. The probation condition in Lent involved a restitution order that the trial court based on the total amount lost by the
victim, despite the fact that the defendant was convicted on one count but acquitted on the other. (See ibid.) Concluding that a
trial court is not limited under that third criterion “to the transactions or amounts of which the defendant is actually convicted,”
this court found no abuse of discretion in the restitution order for funds taken in the transaction of which the defendant was
acquitted. (Id. at pp. 486-487.)

Thus, the restitution order in Lent was valid to deter future misconduct although a sizable amount was not justified by the
offense of which the defendant was convicted. This court in Lent plainly did not consider a connection between past and
future misconduct as a requirement for the reasonableness of a condition of probation. In other words, Lent found a reasonable
relationship between the challenged condition and “future criminality” based, in part, on facts that were not tied to proven
conduct of the probationer. That is consistent with this court's subsequent decisions applying Lent.

*11  1. Olguin and Ramos establish that a condition may be related to “future criminality” within
the meaning of Lent, even if the regulated conduct was not involved in the underlying offenses

In People v. Olguin, supra, 45 Cal.4th 375, the defendant, who had been convicted of driving under the influence of alcohol,
challenged as not reasonably related to future criminality and as constitutionally overbroad a probation condition requiring him
“to notify his probation officer of the presence of any pets at defendant's place of residence.” (Id. at p. 378.) Acknowledging
that the challenged condition “ha[d] no relationship” to the defendant's crime and the ownership of most pets does not involve
criminal conduct, this court nonetheless upheld the condition under Lent because it protected the safety of the probation officer
charged with “supervising [the] probationer's compliance with specific conditions of probation.” (Id. at p. 381.) The condition
furthered the probation officer's “ability to make unscheduled visits and to conduct unannounced searches of the probationer's
residence. Probation officer safety during these visits and searches is essential to the effective supervision of the probationer
and thus assists in preventing future criminality. Therefore, the protection of the probation officer while performing supervisory
duties is reasonably related to the rehabilitation of a probationer for the purpose of deterring future criminality.” (Ibid.) The
Olguin court stated that “even if [the] condition of probation has no relationship to the crime of which [the] defendant was
convicted” (id. at p. 380), “a condition of probation that enables a probation officer to supervise his or her charges effectively
is... ‘reasonably related to future criminality (id. at pp. 380-381). The court's supporting citations for the latter quoted passage
included People v. Balestra (1999) 76 Cal.App.4th 57, 65-67, which this court parenthetically explained was a decision
“upholding [a] warrantless search condition that served [a] valid  *12  rehabilitative purpose of helping probation officer ensure
that probationer obeys all laws.” (Olguin, supra, at p. 381.)

Olguin's holding followed logically from the court's earlier decision in People v. Ramos (2004) 34 Cal.4th 494. There, the court
rejected a probationer's challenge to a search condition under Lent. The court stated: “The trial court properly held that the
probation search condition was reasonably related to the DUI conviction, which allowed officers to search and seize defendant's
person, property, and automobile in order to protect the public. As we have held, ‘the level of intrusion is de minimis and the
expectation of privacy greatly reduced when the subject of the search is on notice his activities are being routinely and closely
monitored. Moreover, the purpose of the search condition is to deter the commission of crimes and to protect the public, and
the effectiveness of the deterrent is enhanced by the potential for random searches.’ [Citation.]” (Id. at pp. 505-506.) Ramos
referred to the deterrent effect of probation searches on future criminality separately from the relationship of the condition to
the offense of conviction. If they had amounted to the same thing, this court presumably would have said so.
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Ramos and Olguin together confirm that a probation condition, including probation search conditions, can relate to “future
criminality” within the meaning of Lent, even if the regulated conduct was not directly involved in the offenses of which the
defendant was convicted. Lent's third factor, thus, does not turn upon proofs or admissions establishing that the regulated activity
is intrinsic or instrumental to the probationer's crime, or is otherwise emblematic of a particular method or instrumentality of
committing an offense for which the minor is declared a ward.

Division One of the First District recently observed in In re P.O., supra, 246 Cal.App.4th 288, that if the reasoning for another
division's invalidation of an electronics search conditions under the third prong of *13  Lent were correct (in a noncitable
decision now under review), “then juvenile courts would be unable to impose standard search conditions permitting warrantless
searches of a minor's person, residence, vehicle, and other physical locations without a showing that those locations were all
connected to past criminal conduct. In fact, such conditions are routinely imposed despite their potential to invade minors'
privacy. [Citations.] Although ‘a minor cannot be made subject to an automatic search condition’ [citation], this requires a
court to consider whether a search condition is appropriate under the circumstances before imposing it, not to find a connection
between the locations to be searched and the minor's past conduct. And to the extent the concern with the reasonableness of
electronics searches conditions stems from the impact electronic searches have on privacy, the fact that a probationer is a minor
justifies more intrusive probation conditions...” (Id. at p. 296.)

2. Decisions by other courts reflect that electronics search conditions may be upheld as reasonably
relating to future criminality in terms of the enforcement of other conditions of probation

Even where the use of an electronic device is neither intrinsic to nor facilitates or promotes a juvenile or adult probationer's
offenses, decisions of intermediate courts commonly affirm that searching those devices may reasonably relate to future
criminality in terms of enforcing other probation conditions. (In re J.E. (2016) 1 Cal.App.5th 795, [205 Cal.Rptr.3d 28, ], petn.
for review pending, petn. filed Aug. 22, 2016, S236628; In re George F. (2016) 248 Cal.App.4th 734 [203 Cal.Rptr.3d 607,
611-612], petn. for review pending, petn. filed Aug. 5, 2016, S236397; In re P.O., supra, 246 Cal.App.4th at pp. 294-296; People
v. Ebertowski (2014) 228 Cal.App.4th 1170, 1176-1177; United States v. Bare (9th Cir. 2015) 806 F.3d 1011, 1017-1020; contra,
In re J.B. (2015) 242 Cal.App.4th 749, 755-756; In re Erica R. (2015) 240 Cal.App.4th 907, 913.)

*14  Given the ubiquity of electronic devices, particularly cell phones, an electronics search condition is not unreasonable
simply because the record does not show the probationer accessed such devices at the time of his offenses, has used them
to engage in other illegal activity, or currently has access to them. As one court considering this issue observed, “[e]ssential
to [the minor's] rehabilitation is deterring [the minor] from reoffending.” (In re George F., supra, 248 Cal.App.4th at p. [203
Cal.Rptr.3d at p. 612].) An electronics search condition does “just that, by making sure [the minor] knows that if he strays, his
probation officers will find out. The wisdom in Olguin... is that effective supervision of a probationer deters, and is therefore
related to, future criminality.” (Ibid.)

3. Ricardo's view of Lent's third prong is incorrect

Ricardo insists this court's Lent jurisprudence requires a proven nexus between the probation condition and a ward's prior
offenses and that validating a condition “that serves only to facilitate supervision of the probationer is unsupported by existing
law.” (AOBM 25.) He reads the decisions too narrowly. Olguin unmistakably stands for the principle that conditions reasonably
related to enhancing the effective supervision of probationers are valid under Lent. More recently, in upholding under Lent's
third factor a no-contact condition curbing “future criminality by preventing [the probationer] from returning to the scene of his
past transgression and thus helping [the offender] avoid any temptation of repeating [the] socially undesirable behavior,” this
court made clear that “conditions of probation aimed at rehabilitating the offender need not be so strictly tied to the offender's
precise crime.” (People v. Moran (Aug. 4, 2016, S215914) Cal.4th [2016 WL 4137577, *3] [discussing cases].)
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Ricardo distinguishes Olguin's unequivocal statement rejecting his reading of Lent's third prong (i.e., “even if a condition of
probation has no relationship to the crime of which a defendant was convicted and involves *15  conduct that is not itself
criminal, the condition is valid as long as the condition is reasonably related to preventing future criminality” (45 Cal.4th at
p. 380)) as intended only to promote officer safety, an issue not involved in this case. Ricardo's view ignores the holding in
Olguin that the condition was permissible because it was “facltative of the search condition, a term of probation that defendant
[did] not challenge.” (Ibid.) The court emphasized that the search condition itself aided in deterring further offenses and in
monitoring compliance with the terms of probation. Thus, the search condition promoted rehabilitation, reduced recidivism, and
protected the community from future harm. (Ibid.) “A condition of probation that enables a probation officer to supervise his
or her charges effectively is, therefore, ‘reasonably related to future criminality.” (Id. at pp. 380-381.) Olguin did not limit that
holding to conditions involving officer safety. Rather, the court approved both the search condition, and the challenged condition
that implemented it, because the mode of regulating the probationer's conduct through those conditions was reasonably related
to future criminality. Olguin struck a sensible balance between the probationer's reduced liberty interest and the compelling
necessity to control and reform that individual.

Nor is Olguin the only decision by this court following this path. In an earlier case where this court inadvertently described the
tripartite factors test in disjunctive rather than conjunctive terms, the court upheld a probation search condition for a narcotics
offender, “since that condition is reasonably related to the probationer's prior criminal conduct and is aimed at deterring or
discovering subsequent criminal offenses.” (People v. Mason (1971) 5 Cal.3d 759, 764, disapproved as to the test's disjunctive
wording by Lent, supra, at p. 486, fn. 1.) The court's use of the conjunctive “and” indicates the search condition was valid for
those two separate *16  reasons. The court did not suggest that only future crimes similar to past ones were properly deterred
by search conditions.

In People v. Carbajal (1985) 10 Cal.4th 1114, this court again found that noncriminal behavior can be forbidden or required if
the conduct is reasonably related to either the underlying crime or future criminality. (Id. at p. 1123.) This court found that a
restitution order for leaving the scene of an accident not only served to compensate for loss but also to rehabilitate the defendant,
and to “deter[] future criminality.” (Id. at p. 1124.) While Carbajal acknowledged the direct relation between restitution for
the prior harm inflicted and deterrence in that case, it did not mandate linkage between past and future criminal behavior as a
necessary predicate for satisfying Lent. (Id. at pp. 1124-1125.)

Under Ricardo's view, conduct not involving criminal behavior may not be required or forbidden unless it relates to the
offense of conviction (the first prong of the Lent test), even if the condition otherwise rationally regulates lawful conduct that
implicates future criminality. That approach reduces the three-part factors test of Lent to a two-part test. As shown, that position
is unsupported - indeed, refuted - by this court's precedent and is inconsistent with Lent itself. Furthermore, the limitation
suggested by Ricardo would needlessly fetter trial and juvenile courts in their efforts to fashion probation conditions to guide
and rehabilitate minors and adult offenders. Additionally, it could discourage the juvenile court from considering aspects of
the juvenile's history that were not the basis of a juvenile adjudication as a ward, even if they suggest a need for additional
conditions to promote rehabilitation and deter future misconduct of a different sort.

This case presents such a circumstance. Despite Ricardo's admission that he used marijuana and quit after his arrest in order to
think clearly and thereby exercise better judgment, he contends that reliable information in

*17  the form of his own statements to the probation officer cannot be used in the imposition of probation conditions.
Presumably, any information regarding antisocial, but noncriminal, behavior also could not be used. Such a position is at war
not only with Lent but with the goals of the juvenile justice system, as well as the statutory discretion afforded to the juvenile
court to fashion such reasonable probation conditions as it may determine fitting and proper to the ward's rehabilitation. The
undesirable consequences of Ricardo's position demonstrate the wisdom of Olguin.
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Valid conditions permitting warrantless searches of a minor's person, property, and residence are common without a showing of
the connection between the places to be searched and the property involved the underlying offense. (See In re Tyrell J., supra,
8 Cal.4th at pp. 86-87; In re Binh L. (1992) 5 Cal.App.4th 194, 203-204.) Likewise, existing law, including Olguin and cases
on which it relied (e.g., People v. Kwizera (2000) 78 Cal.App.4th 1238, 1240; People v. Balestra, supra, 76 Cal.App.4th at pp.
65-67), confirms that reasonable conditions that facilitate supervision are proper.

Cases cited by Ricardo do not support his contrary position. The courts in In re Martinez (1978) 86 Cal.App.3d 577, People
v. Burton (1981) 117 Cal.App.3d 382, In re D.G., supra, 187 Cal.App.4th 47, People v. Brandao (2012) 210 Cal.App.4th 568,
and People v. Petty (2013) 213 Cal.App.4th 1410, did not require linkage between the current offense of conviction and future
criminality that might be deterred or detected by a challenged probation condition. Rather, the courts found nothing in the
respective defendants' backgrounds or personal history that afforded a reasonable relationship between the probation condition
itself and possible future criminality. People v. Brandao, supra, 210 Cal.App.4th 568 did not discuss Olguin in connection with
the third Lent factor. (Id. at p. 572.) In re J.B., supra, 242 Cal.App.4th 749 inexplicably distinguished Olguin as *18  not
involving a search condition. (Id. at pp. 757-758.) In re Erica R., supra, 240 Cal.App.4th 907, and D.G., supra, 187 Cal.App.4th
47 did not cite Olguin at all. Both J.B. and Erica R. declared juvenile probation conditions cannot be as broad as an adult
probation analogue, a clear departure from this court's jurisprudence that warrants disapproval. (In re Sheena K., supra, 40
Cal.4th at p. 889.)

C. Judged by These Considerations, an Electronics Search Condition Is Reasonable Under Lent in This Case

The juvenile court did not impose an electronics search condition to prohibit specifically defined conduct involving Ricardo's
use of electronic devices. It did so instead to ensure Ricardo knows the court can effectively supervise his obedience to the
conditions of probation, particularly his adherence to the drug conditions. In that manner, Ricardo knows if he backslides, it can
become known to the juvenile court in time for its consideration of further corrective action needed to rehabilitate him. That
purpose comes within Olguin, supra, 45 Cal.4th 375.

“In fashioning the conditions of probation, the juvenile court should consider the minor's entire social history in addition to the
circumstances of the crime.”' (In re R.V. (2009) 171 Cal.App.4th 239, 246.) The juvenile court followed that principle in this
case. The court noted Ricardo's history of marijuana use, citing his admission to the probation officer “that he stopped smoking
marijuana after his arrest because he felt that [it] did not allow him to think clearly.” (CT 140.) Based on this evidence, the
court explained the purpose of the condition: “I find that minors typically will brag about their marijuana usage, or drug use,
particularly their marijuana usage, by posting on the Internet, showing pictures of themselves with paraphernalia, or smoking
marijuana. It's a very important part of being able to monitor drug usage and particularly marijuana usage.” (12/15/2014 RT 6.)
The juvenile court was permitted to infer, as it impliedly did, that a  *19  minor like Ricardo who admits not thinking clearly
when committing his offense due to the use of drugs, could share with other wards a habit of promoting or boasting about
illegal drugs and drug use on electronic devices. That inference involves accepted discretion in the formulation of probation
conditions, not proofs based on the facts of the offenses.

In this case, the juvenile court could reasonably conclude that an electronics search condition would address possible future
criminality by Ricardo in two ways, both related to the ward's rehabilitation and the deterrence of additional crimes. First, the
court imposed conditions forbidding Ricardo from associating with or contacting his confederates from the underlying burglary
offenses. (CT 150.) Consequently, the challenged electronics search condition could permissibly aid in determining whether
Ricardo has contacted, or attempted to contact, the persons with whom his other probation conditions prohibit contact. In this
way, compliance can be monitored much more effectively, and future burglaries or other crimes can be prevented. (Cf. People v.
Ebertowski, supra, 228 Cal.App.4th at p. 1175 [password probation condition permissible to implement association condition].)
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Second, the juvenile court noted that “minors typically brag about their marijuana usage... by posting on the Internet...
(12/15/2014 RT 6.) Thus, the condition could assist in uncovering any subsequent marijuana possession or use, as well as deter
Ricardo from arranging to purchase marijuana via his electronic devices. The very existence of the condition should deter such
behavior.

Ricardo also contends that the imposition of the challenged condition was an abuse of discretion because there is no evidence
in the record that he owns or has access to electronic devices. Consequently, he submits, the condition is not tailored to his
circumstances. This argument is akin to an assertion that it is an abuse of discretion to prohibit a probationer from *20
possessing a deadly or dangerous weapon because there is no evidence that he possesses such a weapon, or to order a probationer
to stay away from a victim who has moved to another state that the offender has no intention of visiting. Electronic devices
are readily accessible and used routinely by minors. If Ricardo does possess any devices during his probationary period, they
should be subject to inspection to ensure compliance with the other conditions of probation and to prevent future criminality.

D. Ricardo's Additional Arguments Lack Merit

Ricardo argues from People v. Brandao, supra, 210 Cal.App.4th at page 574, that “[n]ot every probation condition bearing a
remote, attenuated, tangential, or diaphanous connection to future criminal conduct can be considered reasonable.” (AOBM 19;
see also In re Erica R., supra, 240 Cal.App.4th at p. 913.) Ricardo does not explain how the connection between an electronics
search condition and future criminality is too remote or attenuated. He makes no comparable argument regarding searches of his
home or other property. As explained, the ability to search his electronic devices will enable the probation officer to determine if
Ricardo has contacted his coparticipants and is at risk of slipping back into criminal ways, or if he has attempted to buy marijuana
or other drugs with the aid of those devices, or if he has communicated about drug- or crime-related activities in social media.

Ricardo argues that this view of future criminality is so expansive that it would justify any probation condition, no matter how
oppressive. (AOBM 27.) He paints with too broad a brush. A juvenile court does not impose probation conditions in a vacuum.
It considers the offenses, both current and previous, charged and uncharged. It also considers the minor's background and history
- e.g., the minor's educational needs, family issues, community support or lack thereof, and medical or psychological problems.
After such evaluations, a court may find an electronics search condition that *21  may be essential to rehabilitate and deter one
ward would not contribute to the reformatory and deterrent objectives of the conditions of probation applying to another ward.
(In re J.E., supra, 1 Cal.App.5th at p. [205 Cal.Rptr.3d at p. ] [“whether a probation condition is reasonably related to a specific
minor's future criminality is necessarily intertwined with the facts and circumstances surrounding the minor in question”].) And,
of course, the condition must be reasonable. (Welf. & Inst. Code, § 730, subd. (b).) Arbitrary or excessive conditions do not
pass this threshold requirement. These limitations on a court's discretion to restrict a juvenile ward will preclude the imposition
of the conditions suggested by Ricardo's parade of horribles. (See AOBM 27.)

Second, probation conditions are informed and constrained by constitutional prohibitions against overbreadth and vagueness.
(In re Sheena K., supra, 40 Cal.4th at p. 890.) Ricardo's hypothetical probation conditions would probably violate one or
both of those prohibitions. For these reasons, Ricardo's attempt to equate a targeted electronics search condition with blanket

authorization for around the clock surveillance in every case is an untenable view of Lent. 3

*22  Third, checks on actual and potential abuses of a search condition exist. That a suspicionless search condition is reasonable
at inception does not mean an ensuing search is necessarily constitutionally reasonable. (See People v. Reyes (1998) 19 Cal.4th
743, 753-754 [parole search could be unreasonable if performed too often or done in a way that is arbitrary of oppressive].)
Likewise, a condition that does not facilitate the probationary purpose of a search and that dilutes its rehabilitative and deterrent
objectives - such as a condition specifically authorizing a search, even if arbitrary or undertaken for the purpose of harassment
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of the ward or in ignorance of the condition - would fail under Lent as a mode of regulating conduct not reasonably related to
future criminality. (See People v. Sanders (2003) 31 Cal.4th 318, 333 [“if an officer is unaware that a suspect is on probation
and subject to a search condition, the search is not justified by the state's interest in supervising probationers or by the concern
that probationers are more likely to commit criminal acts”]; People v. Robles (2000) 23 Cal.4th 789, 799 [“Many law-abiding
citizens might choose not to open their homes to probationers if doing so were to result in the validation of arbitrary police
action. If increased numbers of probationers were not welcome in homes with supportive environments, higher recidivism rates
and a corresponding decrease in public safety may be expected, both of which would detract from the optimum successful
functioning' of the probation system”]; cf. People v. Hoeninghaus (2004) 120 Cal.App.4th 1180, 1196-1197 [dicta stating that
the “view that a probationer could be required, in effect, to waive advance knowledge [would] be against public policy in that
it would substantially degrade the deterrent effect of the exclusionary rule and jeopardize the Fourth Amendment rights of
nonprobationers”].)

*23  Finally as a practical matter, it is doubtful that the electronic devices of wards will be inspected with any regularity given
the scarcity of supervisory resources.

In sum, the juvenile court acted well within its broad discretion in concluding that a condition authorizing the search of Ricardo'
electronic devices could help his probation officer discover information relating to future illegal activity and by its very existence
discourage such activity. That court could reasonably conclude the search condition was needed to both rehabilitate Ricardo
and deter him from further offenses. The Court of Appeal properly upheld the electronics search condition under Lent.

II. THE FOURTH AMENDMENT CLAIM IS NOT PROPERLY BEFORE THE COURT, AND AN
ELECTRONICS SEARCH CONDITION WOULD NOT CONSTITUTE A FACIALLY UNREASONABLE

IMPINGEMENT ON RICARDO'S CONSTITUTIONAL RIGHTS AS A JUVENILE WARD

Ricardo contends that the electronics search condition violates his right to be free of unreasonable searches and seizures. (AOBM
28-34.) He argues Riley v. California, supra, 573 U.S. [134 S.Ct. 2473] forces a reexamination of such search conditions. His
constitutional claim is beyond the scope of the questions presented for review and also premature. The record is insufficient
until the juvenile court actually decides how an electronics search condition should be formulated to be responsive to Ricardo'S
rehabilitation and to public safety. On the merits, Riley does not forbid, by holding or inference, a warrantless search of a
juvenile ward's electronic devices during a term of supervised probation.

A. The Constitutional Issue Is Beyond the Scope of Review and Premature; Nor Is the Record Sufficient

This court “may decide any issues that are raised or fairly included in the petition or answer.” (Cal. Rules of Court, rule
8.516(b)(1).) Ricardo's petition for review presented two state law issues, both of which were *24  expressly limited to claims

under Lent. 4  Respondent file an answer that reformulated those claims into a single question of statutory reasonableness. 5

Accordingly, Ricardo's constitutional claim is not raised or fairly included in the questions on review.

Moreover, Ricardo's claim is premature. Respondent elected not to challenge by way of review the Court of Appeal's conclusion
that the original condition was constitutionally overbroad or its judgment permitting the juvenile court “to impose a probation
condition permitting searches of a narrower range of electronic information related to the court's supervisory concerns.” (Typed
Opn. 17.) Given that the original condition will not be imposed under any circumstance, and remand would be necessary for
any new electronic device search condition to be imposed, the precise reach of the condition to which petitioner may ultimately
be subject has yet to be determined. Of course this court may expand review to include constitutional overbreadth. However,
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unless and until the juvenile court decides the precise language of the new condition, the existing record on the overbreadth
issue appears insufficient to decide it. (See People v. Venegas (1998) 18 Cal.4th 47, 95, fn. 42.)

Pending on review is a juvenile ward's challenge to a no-contact probation condition that raises a constitutional overbreadth
claim. ( *25  In re A.S., No. S220280.) This court's decision in A.S. may clarify how juvenile courts should resolve arguments
by a ward claiming a constitutional right to narrow tailoring of a probation condition. Such a superseding decision by this court
might prove relevant on remand in this case. In turn, the prospect of such a clarification affords an additional reason to defer
this claim until the juvenile court has the opportunity to reconsider the wording of the electronics search condition.

B. The Fourth Amendment/Overbreadth Claim Lacks Merit

It is undisputed that a juvenile court may order a ward to submit to a search of his or her person, home, vehicle, and personal
effects as a condition of probation. (In re Tyrell J., supra, 8 Cal.4th at pp. 83-86.) Ricardo suggests that this rule may be overbroad
as applied to searches of electronics and must be reexamined in light of Riley v. California, supra, 573 U.S. [134 S.Ct. 2473].
We disagree. “The essential question in an overbreadth challenge is the closeness of the fit between the legitimate purpose of
the restriction and the burden it imposes on the defendant's constitutional rights - bearing in mind, of course, that perfection in
such matters is impossible, and that practical necessity will justify some infringement. (In re E.O. (2010) 188 Cal.App.4th 1149,
1153.) Constitutional challenges to probation conditions are reviewed de novo. (In re Malik J. (2015) 240 Cal.App.4th 896, 901.)

Generally speaking, “[a] probation condition that imposes limitations on a person's constitutional rights must closely tailor those
limitations to the purpose of the conditions to avoid being invalidated as being unconstitutionally overbroad.” (In re Sheena
K., supra, 40 Cal.4th at p. 890.) But a probation condition is not overbroad if it burdens no constitutionally protected right
more than necessary to protect a significant government interest. ( *26  People ex rel. Gallo v. Acuna (1997) 14 Cal.4th 1090,
1120.) Nor is a constitutional right “impermissibly burdened” where the condition is consistent with the rehabilitative purpose
of probation.”' (People v. Moran, supra, Cal.4th [2016 WL 4137577, *5, quoting In re Antonio R., supra, 78 Cal.App.4th at
p. 942.) No such impermissible burden attends a search condition for a probationer's home and property - as this court held
decades ago. (People v. Mason, supra, 5 Cal.3d at pp. 764-765 (maj. opn. of Burke, J.).)

“As [this court] explained in Olguin, supra, 45 Cal.4th 375, ‘in the absence of a showing that the probation condition infringes
upon a constitutional right,’ ‘this court simply reviews such a condition for abuse of discretion, that is, for an indication that
the condition is ‘arbitrary or capricious' or otherwise exceeds the bounds of reason under the circumstances.” (Moran, supra,
2016 WL 4137577, *5, italics in Moran.)

The claim that Riley compels a new constitutional rule of probation searches for “electronics and passwords” or otherwise is
misplaced. First, Riley is based not on any theory “that the information on a cell phone is immune from search,” but instead
on a determination that a search of the information on a phone did not fall within the justifications for the exception to the
warrant requirement for items seized incident to arrest. (Riley, supra, 134 S.Ct. at p. 2493.) By contrast, searches pursuant to
a condition of probation come within a different exception to the warrant requirement for probation searches. That exception
requires evaluating a search condition for constitutional reasonableness, “‘by assessing, on the one hand, the degree to which
it intrudes upon an individual's privacy and, on the other, the degree to which it is needed for the promotion of legitimate
governmental interests.”’ (United States v. Knights (2001) 534 U.S. 112, 118-119, quoting Wyoming v. Houghton (1999) 526
U.S. 295, 300; see also People v. Schmitz (2012) 55 Cal.4th 909, 916 [constitutional challenge to a parole search based on a
search condition determined by *27  “weigh[ing] the privacy interests of the parolee against society's interest in preventing
and detecting recidivism”].)
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Second, Riley applies the warrant requirement to a cell phone search for reasons that lack application to probation search
conditions. Specifically, the high court found that the dual rationales of potential “harm to officers and destruction of evidence”
excusing a warrant for a search incident to arrest have little force with respect to digital content on a cell phone and that an
officer's search of the “vast quantities of personal information literally in the hands” of an arrestee “bears little resemblance”
to a “brief physical search” of a person placed into custody. (Riley, supra, 134 S.Ct. at pp. 2484-2485.) Just as reasonableness,
rather than the warrant requirement, is at issue when a probation search condition is imposed, neither the protection of the officer
nor the preservation of evidence is relevant respecting the reasonableness of such a condition as applied to juvenile wards. As
discussed, the objectives of such a search condition is to rehabilitate the ward by effective supervision and protect the public
from further criminal violations.

Likewise, while the potential for “vast quantities of personal information” in a cell phone is not normally replicated in contents of
a jacket pocket or a purse during a custodial arrest, information in a home subject to a probation search is a different matter. There
is obvious potential for much larger amounts of personal data being found in a residential search than in a cell phone search.
Neither Riley nor other controlling decisional authority holds a legitimate expectation of privacy in electronic information
exceeds a person's legitimate expectation of privacy in the home. It would require rewriting the Fourth Amendment to make
that proposition true.

Some lower courts have improperly discounted or ignored settled principles endorsing probation conditions that authorize
searches of the *28  home, in finding comparable electronic device search conditions categorically overbroad. In rejecting an
electronic device search condition, the court in In re Malik observed, “The fact that technology now allows an individual to
carry such information in his hand does not make the information any less worthy of the protection for which the Founders
fought.” (In re Malik, supra, 240 Cal.App.4th at p. 902, quoting Riley, supra, 134 S.Ct. at p. 2495.) Exactly so: as information
on a cell phone is no less worthy of protection than the same information protected in the home, likewise it is no more worthy.
Appropriate searches for information either in the home or in technology of wards under the control and supervision of the
probation officer may be reasonably related to the effective enforcement of the ward's conditions of supervision and to the
probationer's future criminality and rehabilitation by extension. (See In re J.E., supra, 1 Cal.App.5th at p. [205 Cal.Rptr.3d at
p. fn. 6]; In re George F., supra, 248 Cal.App.4th at p. [203 Cal.Rptr.3d at p. 612].)

Third, Riley enforced privacy interests of two adults not yet convicted of a crime. (See Riley, supra, 134 S.Ct. at pp. 2480,
2481-2482 [one adult searched in conjunction with arrest for firearms possession after traffic stop and the other searched after
arrest for distribution of crack cocaine].) By contrast, wards of the court subject to search conditions have a diminished and
categorically different expectation of privacy than was the case in Riley. (See In re Jaime P., supra, 40 Cal.4th at p. 136 [“[A]
search condition may diminish, but does not entirely preclude, a reasonable expectation of privacy, i.e., a reasonable expectation
that officers will not undertake a random search supported by neither evidence of criminal activity nor advance knowledge of
the search condition. [Citations.] This reasoning would apply with equal force to juvenile or adult probationers”].)

Fourth, Riley made clear as respects body searches of arrestees that “other case-specific exceptions may still justify a warrantless
search of a *29  particular phone.” (Riley, supra, 134 S.Ct. at p. 2494; see In re P.O., supra, 246 Cal.App.4th at pp. 294-296.)
It would make no sense to conclude “other case-specific exceptions” exist for adult arrestees, but not for juvenile wards placed
on probation based on findings of a criminal offense.

Fifth, Riley's analytical predicate for applying the warrant clause to the arrestees' cell phones was the absence in a search incident
to arrest of a core protection of the Fourth Amendment: advanced judicial authorization of a search of the same scope as the
ones conducted by the officers. Unlike in Riley, a ward's electronics search condition serves the compelling state interest of
supervising the minor, as a person with a diminished and different expectation of privacy than arrestees, by judicially controlling
in advance the scope of the authorized intrusion. Riley does not alter the balance of interests respecting a suspicionless search
of electronic devices under an otherwise valid search condition of a juvenile's probation.
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*30  CONCLUSION

Accordingly, the judgment of the Court of Appeal should be affirmed.

Footnotes
1 Lent was superseded on another ground by Proposition 8 as stated by People v. Wheeler (1992) 4 Cal.4th 284, 290-295.
2 A court in a criminal case also has broad discretion to impose “any and all... reasonable conditions, as it may determine are fitting and

proper to the end that justice may be done, that amends may be made to society for the breach of the law, for any injury done to any
person resulting from that breach, and... for the reformation and rehabilitation of the probationer.” (Pen. Code, § 1203.1, subd. (j).)

3 In an appropriate case, continuous surveillance through the use of a GPS-enabled ankle bracelet may very well be an appropriate
condition of probation, particularly when the alternative is incarceration where continuous monitoring is not only the norm, but just
one of many onerous restrictions. (See In re R.V., supra, 171 Cal.App.4th at pp. 247, 249 [holding, in light of “the history of R.V.'s
violations of the Penal Code and of the conditions of his probation, the GPS monitoring condition was both reasonably related to his
past behavior and likely to deter future criminality,” and observing that “the GPS monitoring condition [was] a less harsh alternative
to an out-of-home placement at a juvenile camp, which certainly would have been within the court' authority”]; see also Pen. Code,
§ 1210.7 et seq. [providing statutory authorization for continuous electronic monitoring of probationers].)

4 “I. Is a juvenile probation condition, the sole purpose of which is to facilitate general supervision of the minor, reasonably related to
future criminality and thus valid under People v. Lent (1975) 15 Cal.3d 481? [¶] “II. Is a probation condition requiring a juvenile to
submit his electronic devices for search at any time and requiring submission of his social media and electronics passwords to the
probation department valid under People v. Lent where there is no indication electronic devices had ever been used by the minor for
illegal or harmful activity?” (Petn. for Review 2.)

5 “Whether an electronic search condition of probation is statutorily unreasonable in the disposition of a minor's residential burglary
case.” (Answer to Petn. for Review 1).

End of Document © 2019 Thomson Reuters. No claim to original U.S. Government Works.
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*5  QUESTION PRESENTED

Did the trial court err by imposing an “electronics search condition” on the juvenile as a condition of his probation when that
condition had no relationship to the crimes he committed but was justified on appeal as reasonably related to future criminality
under People v. Olguin (2008) 45 Cal.4th 375, because it would facilitate the juvenile's supervision?

STATEMENT OF THE CASE AND FACTS

On September 18, 2014, a Santa Clara County Welfare and Institutions Code section 602 petition was filed alleging two felony

violations of Penal Code section 459/460(a) (First Degree Burglary). (CT *6  18, 20.) 1  The charges stemmed from two

incidents that occurred between 10:00 am and noon on a single day. 2  In the first incident, three people were seen entering a
home through a sliding glass door. A resident of the home then came through the front door, and all three people left through the
back door without taking anything. (CT 14, 122-124.) In the second incident, a neighbor saw two people break a sliding glass
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door to enter a house; a video recording also captured them breaking the door. (CT 12-13, 61, 68.) Several items of costume
jewelry worth a total value of $200 were taken. (CT 13, 58, 70.) Ricardo and two of his adult cousins were arrested soon
afterwards. (CT 41, 52, 63.) Ricardo was positively identified by a witness to one of the break-ins. (CT 77.) Ricardo's two adult
co-defendants were charged, pleaded guilty, and were sentenced to state prison for two and three years. (CT 140.)

On October 9, 2014, Ricardo admitted both counts. (CT 5, 8.) On November 4, 2014, the petition was transferred to Alameda
County, Ricardo's county of residence. (11/4/2014 RT 2.) On December 15, 2014, Ricardo was made a ward of the court and
placed on probation. (12/15/2014 RT 3.) Over defense objection, the probation conditions imposed included a requirement that
Ricardo submit to a search of *7  “electronics including passwords.” (12/15/2014 RT 4; CT 148.)

On appeal, Ricardo challenged the imposition of this condition as unconstitutional and unreasonable under the test set forth in
People v. Lent (1975) 15 Cal.3d 481. On October 22, 2015, the Court of Appeal, in a published opinion, held the condition valid
under the Dominguez/Lent test as reasonably related to future criminality (Opin., at pp. 17-18.) To conform to constitutional
requirements, the Court of Appeal ordered the juvenile court to modify the probation condition and suggested wording that
would limit searches to “text and voicemail messages, photographs, e-mails, and social-media accounts,” sources the court said
were “reasonably likely to reveal” Ricardo's involvement in drugs. (Opin., at p. 15.)

SUMMARY OF ARGUMENT

The electronics search condition does not pass muster under the Dominguez/Lent test because it does not relate to Ricardo'
underlying offense or to his prior offenses and is thus unrelated to future criminality. Under the Dominguez/Lent test, a probation
condition is invalid if it “(1) has no relationship to the crime of which the offender was convicted, (2) relates to conduct which
is not in itself criminal, and (3) requires or forbids conduct which is not reasonably related to future criminality.” (People v.
Lent, supra, 15 Cal.3d at p. 486.) California courts have consistently interpreted the Dominguez/Lent test to require a nexus
between the *8  probation condition and the underlying offense or probationer's prior offenses for the condition to be valid as
reasonably related to future criminality. This case represents the first time a California court has upheld under Lent an electronics
search condition that has no relationship with the defendant's underlying offense or prior offenses and serves only to increase
surveillance of the probationer.

The Court of Appeal erroneously expanded language in People v. Olguin (2008) 45 Cal.4th 375, which concerned a narrow issue
of officer safety, to broadly validate any probation condition that could arguably facilitate supervision of the probationer even if
the condition is unconnected to the probationer's underlying offense or prior offenses. The Court of Appeal's decision threatens
to eviscerate the Dominguez/Lent test by expanding the third prong (reasonably related to future criminality) so broadly as to
allow any probation condition that facilitates supervision of the probationer, no matter how intrusive or unconnected to the
defendant's offense or to prior offenses.

The Court of Appeal also incorrectly invoked this Court's decision in People v. Olguin, supra, 45 Cal.4th 375, which involved
a probation condition that did not impinge on the probationer's constitutional rights, to validate the highly intrusive electronics
search condition. The Court of Appeal failed to subject the electronic search condition, which impinges on Ricardo's “precious
constitutional rights,” to the heightened scrutiny *9  required by Lent jurisprudence. People v. Bauer (1989) 211 Cal.App.3d
937, 942.) The Court of Appeal erred in equating searches of electronic devices and digital data with physical property searches
and disregarded the United States Supreme Court's decision in Riley v. California (2014) 134 S.Ct. 2473, 2488-2489, which
made clear the substantial difference between searches of physical property and searches of digital data and electronic devices
and held that the privacy concerns implicated by a search of electronic devices necessitate greater protections for users of those
devices beyond those required for a search of physical property.
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Furthermore, the Court of Appeal's incorrect interpretation of Olguin - allowing any probation condition that can be said to
facilitate supervision of a probationer - would inevitably result in unconstitutional probation conditions. Any probation condition
that increases government surveillance of a probationer could be justified on the basis that it facilitates supervision of the
probationer. However, many hypothetical probation conditions that would increase surveillance of the probationer also unduly
burden the probationer's constitutional rights and would not survive the heightened scrutiny required when a probation condition
impinges on constitutional rights. The Court of Appeal's reasoning would render the Dominguez/Lent test not only meaningless,
but also unconstitutional.

*10  ARGUMENT

I. THE COURT OF APPEAL ERRED IN FINDING THE ELECTRONICS
SEARCH CONDITION VALID UNDER PEOPLE V. LENT.

The Court of Appeal erred in holding that, under People v. Olguin, supra, 45 Cal.4th 375, any probation condition that can
possibly be said to facilitate supervision of the probationer is reasonably related to future criminality and thus valid under
the Dominguez/Lent test. The court below ignored the fundamental principle of the Dominguez/Lent test - the existence of a
nexus between the probation condition and the defendant's underlying offense or prior offenses - and departed from over forty
years of Lent jurisprudence. Such reasoning eviscerates the Dominguez/Lent test by broadening the third prong (reasonably
related to future criminality) so as to allow any probation condition that increases surveillance of a probationer, no matter how
disconnected from the probationer's offense or background.

The Court of Appeal also erred by failing to subject the condition, which impinges on Ricardo's constitutional rights, to
the heightened level of scrutiny required when constitutional rights are at issue. Thus, the Court of Appeal disregarded the
United States Supreme Court's decision in Riley v. California, supra, 134 S.Ct. 2473, which articulated the need for heightened
protections for searches of digital data and electronic devices.  *11  The condition would allow law enforcement and the
probation department unfettered access to intimate details of Ricardo's life and would, in effect, allow law enforcement to
continually monitor his communications, locations, and associations. The Court of Appeal's decision, if allowed to stand, would
open the door to the imposition of similar probation conditions in every criminal and juvenile case.

A. Factual and Procedural Background.

Ricardo's two felony violations of first-degree burglary were not drug-related, but in his conversations with the probation
department, Ricardo admitted occasional marijuana use. (12/15/2014 RT 6; CT 15, 140.) The record contains no mention of
any prior offenses by Ricardo, drug-related or not. However, because of his prior marijuana use, the court imposed probation
conditions that included drug testing, the warrantless search of Ricardo's person and property, and an order that he stay away
from known drug users. (CT 148.) The court also imposed a condition requiring him to submit to search of his electronic
devices and to provide his electronics passwords to the probation department. (12/15/2014 RT 5.) Defense counsel objected to
the condition, stating “the cell phone and electronics search term... is not reasonably related to the crime or preventing future
crime.” (12/15/2014 RT 5, 6.)

The juvenile court justified the electronic search condition on the *12  basis that some teenagers boast about their drug use on
social media, and thus monitoring Ricardo's communications on social media would assist the probation department in ensuring
Ricardo was not using drugs. (12/15/2014 RT 5; Opin., at pp. 3-4.) The court explained that “[T]his is appropriate for individuals
who - particularly minors or people that are [appellant's] age. I find that minors typically will brag about their marijuana usage or
drug usage, particularly their marijuana usage, by posting on the Internet, showing pictures of themselves with paraphernalia, or
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smoking marijuana. It's a very important part of being able to monitor drug usage and particularly marijuana usage.” (12/15/2014
RT 6.) Because Ricardo had no prior offenses, no attempt was made to justify the electronics search condition as related to
a prior offense.

On appeal, Ricardo challenged the electronics search condition as unreasonable under Lent, unconstitutionally overbroad, and
permitting illegal eavesdropping in violation of Penal Code section 632. The Court of Appeal agreed the condition as written was
unconstitutionally overbroad and struck the phrase “electronics including passwords” from the warrantless search condition.
(Opin., at p. 17.) The Court of Appeal indicated that, on remand, the juvenile court could validly impose a condition requiring
searches of a “narrower range of electronic information” that would be “reasonably likely to reveal whether Ricardo is boasting
about his drug use... such as text and voicemail messages, *13  photographs, e-mails, and social-media accounts.” (Opin., at
pp. 17-18.)

Thus, while holding the condition as written overbroad, the Court of Appeal, at the same time, found the probation condition
reasonable under the third prong of the Lent test because “the electronics search condition is reasonably related to enabling
the effective supervision of Ricardo's compliance with” other probation conditions. (Opin., at p. 10.) Even though the Court of
Appeal agreed with Ricardo that the condition was not related to the underlying offense, the court reasoned that “[u]nless our
state Supreme Court departs from its holding in Olguin, we are bound to accept the principle that conditions reasonably related
to enhancing the effective supervision of a probationer are valid under Lent.” (Opin., at pp. 8, 10.) The Court of Appeal also
expressed some “skepticism about” the juvenile court's remarks concerning the “prevalence of minors' boasting on the Internet
about marijuana use,” but found that that juvenile court's reliance on its belief that teenagers tend to brag about marijuana use
on social media was not “outside the bounds of reason” and thus a valid basis for imposing the condition. (Opin., at p. 10.)

*14  B. The Court of Appeal's Decision Departs From a Fundamental Principle of the Dominguez/Lent Test
Requiring a Nexus Between the Probation Condition and the Underlying Offense or Probationer's Prior Offenses.

The Court of Appeal's reasoning in this case relies on a fundamental misunderstanding of the nature of the Dominguez/Lent
test, developed almost fifty years ago and adopted by this Court in 1975. (People v. Lent (1975) 15 Cal.3d 481.) Contrary to
the Court of Appeal's interpretation of People v. Olguin, the origins of the test and subsequent jurisprudence demonstrate the
essential nature of a nexus between the probation condition and the underlying offense or probationer's prior offenses.

People v. Dominguez (1967) 256 Cal.App.2d 623, in which the Court of Appeal first articulated the three-prong test adopted by
this Court in People v. Lent, supra, 15 Cal.3d 481, emphasized the requirement of a nexus between the probation condition and
the probationer's underlying offense. Dominguez involved a challenge to a probation condition prohibiting the probationer, who
had been convicted of second-degree robbery, from becoming pregnant while unmarried. In determining whether the probation
condition was valid, the Court of Appeal first looked to the statutory requirement that probation conditions be “reasonable”
that further “the end that justice may be done, that amends may be made to society for the breach of the law, for any injury
done to any person *15  resulting from such breach and generally and specifically for the reformation and rehabilitation of the

probationer.” (Id. at p. 627, citing Cal. Pen. Code § 1203.1, subd. (j).) 3  To determine the limits of the trial court's statutory
authority to impose conditions of probation, the Dominguez court looked to several prior cases in which the courts' analysis
centered on whether the disputed condition was related to the underlying offense. (Dominguez, supra, 256 Cal.App.2d at p.
628; see People v. Osslo (1958) 50 Cal.2d 75 (condition prohibiting probationer from holding a position with a union upheld
where the underlying offense involved crimes stemming from union activity); People v. Stanley (1958) 162 Cal.App.2d 416
(condition of probation requiring defendant to refrain from having a telephone in his home or on property under his control
upheld where the crime of which he was convicted was bookmaking by telephone).)
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The Dominguez court then articulated a three-prong test: “A condition of probation which (1) has no relationship to the crime
of which the offender was convicted, (2) relates to conduct which is not in itself criminal, and (3) requires or forbids conduct
which is not reasonably related to future criminality does not serve the statutory ends of probation and is invalid.” (People
v. Dominguez, supra, 256 Cal.App.2d at p. 627.) The *16  court emphasized the requirement that the likelihood of future
criminality must be connected to the underlying offense. “Appellant's future pregnancy was unrelated to robbery... Appellant's
future pregnancy had no reasonable relationship to future criminality.” (Id at p. 627.) Because the probation condition was
unrelated to the defendant's underlying offense or prior offenses, it could not be reasonably related to the risk of her future
criminality and was thus invalid. (Id. at pp. 627-628.)

Shortly after Dominguez was decided, this Court applied the three-prong Dominguez test in People v. Bushman (1970) 1 Cal.3d
767, and People v. Mason (1971) 5 Cal.3d 759, and in both cases emphasized the requirement of a nexus between the condition

and the underlying offense. 4  In Bushman, this Court invalidated a probation condition that required the defendant to seek
psychiatric treatment. (Bushman, supra, 1 Cal.3d at p. 777.) In concluding that the probation condition was not reasonably related
to future criminality, the Court emphasized the lack of a nexus between the condition and the underlying offense: “without any
showing that mental instability contributed to that offense, psychiatric care cannot reasonably be related to future criminality.”
(Bushman, supra, 1 Cal.3d at p. 777.) In Mason, supra, 5 Cal.3d at p. 764, this Court upheld a warrantless property search
condition for a narcotics offender as reasonably related to prior *17  criminal conduct and thus future criminality.

This Court clarified the wording of the Dominguez test in Lent, which upheld a probation condition requiring a probationer to
pay restitution related to a theft charge of which he had been acquitted. The probationer had been convicted of a separate theft
charge against the same victim, and the Court reasoned that the evidence developed at the probation revocation hearing and
trial supported the imposition of the condition as both related to the underlying offense of which he was convicted and, given
that relationship, as a deterrent to future criminality. (People v. Lent, supra, 15 Cal.3d at pp. 486-487.)

Consistently over the past forty years, as this Court and the Courts of Appeal have applied the Dominguez/Lent test to a variety of
probation conditions for both adults and juveniles, they have continued to require a nexus between the probation condition and
the circumstances of the underlying offense or prior offenses in order for the probation condition to be justified as reasonably
related to future criminality. In People v. Carbajal (1995) 10 Cal.4th 1114, this Court, applying the Dominguez/Lent test, found
valid a probation condition requiring the probationer to pay restitution following his conviction for hit-and-run. This Court held
that the condition was related to the underlying offense, even though there was no showing that the damage to the victim's
parked car was caused by the defendant's criminal actions in leaving the scene of the accident. ( *18  Id. at p. 1119, 1124.) The
Court made clear that the restitution was related to future criminality because it was related to the underlying offense. Because it
forced “the defendant to accept the responsibility he attempted to evade by leaving the scene of the accident without identifying
himself, the restitution condition acts both as a deterrent to future attempts to evade his legal and financial duties as a motorist
and as a rehabilitative measure tailored to correct the behavior leading to his conviction.” (Id. at p. 1124.)

Conversely, the Courts of Appeal have consistently invalidated probation conditions as not reasonably related to future
criminality where the nexus between the condition and the offense or defendant's prior offenses was lacking. For example, in
People v. Burton (1981) 117 Cal.App.3d 382, the court struck a probation condition that defendant refrain from consuming
alcohol as not reasonably related to future criminality because the “record is completely devoid of any evidence that [defendant]
had consumed alcoholic beverage[s] prior to, during, or after the assault for which he was convicted,” and “the record fails
to establish the requisite factual nexus between the crime, [defendant's] manifested propensities and the probation condition.”
(Id. at p. 390; see also People v. Petty (2013) 213 Cal.App.4th 1410, 1417 (probation condition requiring defendant to take
antipsychotic medication invalid where his “long mental health history” was not reasonably related to underlying offense);
In re Erica R. (2015) 240 Cal.App.4th 907, 913 (electronics search condition *19  invalid where underlying offense of drug
possession unrelated to electronics or social media usage).)
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The relationship of the probation condition to future criminality required by the Dominguez/Lent test must be specific to the
individual defendant in order to be deemed reasonable and valid under Lent. Thus, in People v. Brandao (2012) 210 Cal.App.4th
568, the Court of Appeal found invalid a probation condition prohibiting the probationer from associating with known gang
members because there was no evidence that the defendant was involved in a gang and because the underlying offense was
not gang-related. (Id. at 576-577.) The court explained that the condition could only be reasonably related to future criminality
if it was “reasonably related to a risk that defendant will reoffend.” (Id. at p. 574 (emphasis added).) The court noted that “a
remote, attenuated, tangential, or diaphanous connection to future criminal conduct” does not provide the requisite nexus and
does not pass Lent muster. (Ibid.)

Though the court in Brandao agreed that association with gang members is “less than ideal,” it rejected the Attorney General's
argument that a probation condition unrelated to the defendant's prior offenses or underlying offense would be valid if it
could be possibly related to future criminality in a general sense. (Id. at p. 577; see also In re D.G. (2010) 187 Cal.App.4th
47, 53 (probation condition prohibiting the minor from coming within 150 feet of a school that he was not attending invalid
where his past *20  or current offenses did not demonstrate “a predisposition to commit crimes near school grounds or upon
students,” so his background could not lead to a “specific expectation he might commit such crimes”); In re Martinez (1978)
86 Cal.App.3d 577, 581-582 (probation condition cannot be imposed simply based on the “speculation]” that such a condition
might prevent future crime).) Thus, when deciding whether a probation condition is reasonably related to future criminality, a
court must consider whether the condition is reasonably related to that specific defendant's risk of re-offending. Speculation
that the condition could be related to criminality, as the juvenile court engaged in here when it discussed the possibility that
minors may brag about marijuana usage on the internet (Opin., at p. 10), is not adequate under Lent jurisprudence.

An additional consideration in juvenile cases is this Court's requirement that juvenile probation conditions be “tailored
specifically to meet the needs of the juvenile.” (In re Tyrell J. (1994) 8 Cal.4th 68, 82; see also In re D.G., supra, 187 Cal.App.4th
at p. 56 (A “probation condition that can be justified only on grounds that can be applied equally to every juvenile probationer
is hardly tailored to the needs” of the minor.).) The logic of the Court of Appeal in this case would allow expansive electronics
surveillance conditions in every case, and the probation condition thus cannot be said to be tailored to the needs of the particular
juvenile.

Here, the Court of Appeal held that the probation condition passed

*21  the test set forth in People v. Lent because “the third prong required to invalidate a probation condition - that the condition
forbids conduct unrelated to future criminality - is not satisfied.” (Opin., at p. 9 (emphasis in original).) The Court of Appeal
agreed with Ricardo that nothing in the record permitted “an inference that electronics [including cell phones] played a role” in
his offense (Opin., at p. 8), but found persuasive the Attorney General's contention that the electronics search condition would
enable the probation department to “monitor and enforce compliance” with other conditions designed to address Ricardo's
marijuana use and potential contact with his two adult co-defendants. (Opin., at p. 10.) The Court of Appeal suggested that
“allowing text messages or Internet activity to be reviewed” would allow the probation department to “assess whether Ricardo
is communicating about drugs or with people associated with drugs.” (Opin., at p. 10.)

The Court of Appeal's decision in this case radically departs from settled case law that requires a probation condition have
more than a “remote” or “attenuated” connection with the defendant's underlying offense or prior offenses to pass the third
prong of Lent. (See Brandao, supra, 210 Cal.App.4th at p. 574.) There was no evidence that electronics usage played a role
in the underlying offense or that Ricardo had ever used electronics to purchase drugs or engage in any illegal activity. The
contention that a probation condition unconnected to the defendant's crimes *22  is valid if it could possibly be connected to
future criminality was exactly the argument contemplated and rejected in Brandao, supra, 210 Cal.App.4th at p. 577, and In
re D.G., supra, 187 Cal.App.4th at p. 53, as prohibited by Lent and subsequent case law. (See also In re Erica R., supra, 240
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Cal.App.4th at p. 913; In re J.B. (2015) 242 Cal.App.4th 749, 756.) Because no nexus exists between electronics usage and
the underlying offense of burglary, there is no connection between electronics usage and the risk that Ricardo will engage in
criminal activity in the future, and thus the probation condition fails the third prong of Lent.

The Court of Appeal also erred by relieving the state of its burden to prove that the probation condition is reasonably related to
the risk the specific defendant will engage in criminal activity and replacing it with a universal assumption that all defendants
will use electronic devices in future criminal activity: “Given the ubiquity of electronic devices, particularly cell phones, we
cannot say that an electronics search condition is unreasonable simply because the record does not show that the probationer
necessarily has access to such devices or has used them to engage in illegal activity.” (Opin., at p. 11.) Under the Court of
Appeal's reasoning, the evidence in the record is irrelevant - if a hypothetical electronic device could possibly be used in criminal
activity, then it is open to warrantless search by the probation officer or police. Neither Lent nor Olguin (see Section C, post)

support this sweeping conclusion or broad *23  expansion of a warrantless search clause. 5

Ricardo does not claim that a probation condition authorizing warrantless searches of electronic devices is never permissible
under Lent. If a nexus exists between electronics or social media usage and the underlying offense or probationer's prior offenses,
such a condition might be valid as reasonably related to future criminality. For example, in People v. Ebertowski (2014) 228
Cal.App.4th 1170, which involved imposition of a probation condition similar to the one at issue here, the record contained
evidence that the defendant had used social media sites to promote a criminal street gang. (See also In re Malik J. (2015) 240
Cal.App.4th 896, 903-904 (court upheld a restricted electronics search condition to allow search of cell phones in juvenile's
possession to determine whether they were stolen where juvenile had previously stolen cell phones).)

Though an electronics search condition may be valid under Lent where the defendant's underlying offense or prior offenses
involve electronics or social media, such a condition should not be allowed in this case. Ricardo's offense did not involve
electronics or social media, there is no record of any prior offenses on his part, and thus, there is no basis to conclude that
electronics and social media are related to his particular risk *24  of future criminality. Because no nexus exists between the
condition and the underlying or prior offenses, the condition does not pass Lent scrutiny.

C. The Court of Appeal's Overly Expansive Interpretation of Olguin to Permit Probation Conditions That
Serve Only To Facilitate Supervision of the Probationer Renders the Dominguez/Lent Test Meaningless.

In deciding that the electronics search condition here was justified under Lent's third prong as reasonably related to future
criminality, the Court of Appeal relied primarily on language in this Court's decision in People v. Olguin (2008) 45 Cal. 4th
375. (Opin., at pp. 9-10.) The Court of Appeal erred by erroneously expanding language in People v. Olguin, which concerned
only officer safety, to broadly validate any probation condition that could arguably facilitate supervision of the probationer.

People v. Olguin concerned a narrow issue of officer safety and did not discuss the type of intrusive search condition at issue
in this case. In Olguin, this Court upheld under Lent a probation condition requiring the probationer to inform the probation
department of all pets living at his residence in order to protect the safety of the probation officer when making unscheduled
visits to the probationer's home. (Olguin, supra, 45 Cal. 4th at pp. 380-381.) The Court in Olguin explained “the protection of
the probation officer while performing supervisory duties is reasonably *25  related to the rehabilitation of a probationer” and
that the notification condition served to “inform and protect” the probation officer. (Id. at p. 381.) The Olguin court noted that
the pet notification condition was “simple” and “imposed no undue hardship or burden.” (Id. at p. 382.)

First, the Court of Appeal incorrectly applied language in Olguin, which addressed only officer safety and potential distractions
that would hamper valid probation searches, to extend to any probation condition that would facilitate supervision of the
probationer, even if unrelated to officer safety. The Court of Appeal reasoned that, under Olguin, it was “bound to accept the
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principle that conditions reasonably related to enhancing the effective supervision of a probationer are valid under Lent,” even
if unrelated to officer safety. (Opin... at p. 10.) Given that officer safety and protection is not an issue in this case, and that no
attempt has been made to justify the electronics search condition on those grounds, the court's decision goes far beyond the logic
of Olguin. “Language used in any opinion is of course to be understood in the light of the facts and the issue then before the court,
and an opinion is not authority for a proposition not therein considered.” (Ginns v. Savage (1964) 61 Cal.2d 520, 529, fn. 2.)

Second, the Court of Appeal's reliance on Olguin to expand Lent's third prong so as to allow to any condition that serves only
to facilitate supervision of the probationer is unsupported by existing law. No published case has previously cited Olguin for
the proposition that a *26  probation condition related only to enhancing supervision of the probationer, without reference to
officer safety, passes Lent muster. (See Opin., at pp. 9-10.) And, courts have rejected similar arguments in the past. (See People
v. Brandao, supra, 210 Cal.App.4th 568; In re D.G., supra, 187 Cal.App.4th 47; In re Erica R., supra, 240 Cal.App.4th at p.
913; In re J.B., supra, 242 Cal.App.4th 749.) Olguin's holding specifically rests on the commonsense notion that probation
officers must be safe in order to perform their duties. The Court of Appeal here erred by expanding the language in that case
to validate any probation condition that facilitates supervision of the probationer, no matter how intrusive or unconnected to
the probationer's prior or current offenses. The Court of Appeal's reasoning in this case that Olguin that validates any condition
“reasonably related to enhancing the effective supervision of a probationer” is supported neither by Olguin nor by subsequent
cases citing it. (See Opin., at p. 10.)

The Court of Appeal's reasoning essentially renders Lent meaningless by broadening the third prong to allow any probation
condition that enhances surveillance of the probationer and would yield absurd results if implemented in future cases. If any
probation condition that enhances supervision of the probationer is valid under Lent, almost any conceivable probation condition
that provides information to the probation department about the probationer would be justified, regardless of the extent to which
it burdens the probationer or infringes upon his rights and liberties. For *27  example, regular review of Ricardo's private health
records could provide information about his possible drug or alcohol use, a body-mounted camera with a recording device
would provide information about his movements and interactions with possible drug users, and interception of his mail and
a wiretap of his landline phone would provide information about his communications, wherein he might mention drug use.
Indeed, constant, uninterrupted 24-hour surveillance of any juvenile or adult probationer, including his communications with
family, friends, teachers, health providers, therapists, and employers, would be valid under Lent, according to the present Court
of Appeal, regardless of the circumstances of the probationer's offense and background.

The present Court of Appeal's extension of Olguin eviscerates Lent by broadening the test's third prong to include almost any
conceivable probation condition under the justification that it would aid the probation officer in monitoring the probationer. This
unwarranted and unprecedented expansion renders the Dominguez/Lent test meaningless. It also runs contrary to the goals of this
Court in establishing the Dominguez/Lent test - to limit the trial court's authority to the imposition of probation conditions that
accord with Penal Code section 1203.1 and are “reasonably related” to the offense. (See People v. Carbajal, supra, 10 Cal.4th at
p. 1121; Dominguez, supra. 6 Cal.App.2d at pp. 626-627.) Thus, as interpreted by the Court of Appeal, the Dominguez/Lent test
would no longer serve to *28  meaningfully guide trial courts in the exercise of their discretion to impose probation conditions.

D. Because the Probation Condition Impinges on Constitutional Rights to an Unprecedented Degree,
The Court of Appeal Erred in Finding it Valid Under the Narrow Holding of People v. Olguin.

The Court of Appeal erred in invoking Olguin, which involved a probation condition that did not implicate constitutional rights,
to uphold the electronics search condition.

Probationers, juvenile and adult, do not give up their constitutional rights when they are placed on probation. “Human liberty
is involved. A probationer has the right to enjoy a significant degree of privacy, or liberty” under the Constitution. (People v.
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Keller (1978) 76 Cal.App.3d 827, 832; see also Morrissey v. Brewer (1972) 408 U.S. 471, 482 (a parolee's liberty “includes
many of the core values of unqualified liberty”); In re Jaime P. (2006) 40 Cal.4th 128, 136-137.) Thus, a probation condition
that impinges on important constitutional rights is subjected to a further level of “close scrutiny.” (People v. Olguin, supra, 45
Cal.4th at p. 384; People v. Bauer, supra, 211 Cal.App.3d at p. 942; United States v. Consuelo-Gonzalez (9th Cir. 1975) 521
F.2d 259, 265 (a probation condition that restricts “otherwise inviolable constitutional rights” is subject to special scrutiny).)

*29  If a probation condition restricts the probationer's constitutional rights, then (1) it must be narrowly tailored to serve the
interests of public safety and rehabilitation and (2) it must be narrowly tailored to the individual probationer. (In re Babak S.
(1993) 18 Cal.App.4th 1077, 1084; In re White (1979) 97 Cal.App.3d 141, 146.) To the extent a probation condition unduly
impinges on the probationer's constitutional rights, “it is not reasonably related to the compelling state interest in reformation
and rehabilitation,” and is thus not valid under Lent. (In re White, supra, 97 Cal.App.3d at p. 146, quoting People v. Mason,
supra, 5 Cal.3d at p. 768.) By the same token, if a probation condition is not reasonably related to the probationer's underlying
offense or prior offenses, impingement on his constitutional rights is not justified because the condition is not narrowly tailored
to the probationer or to the state's legitimate interests in public safety and rehabilitation.

That the electronics search condition substantially impinges on Ricardo's constitutional rights is without dispute. An individual's
privacy interest in his electronic devices goes far beyond physical objects and cannot be overstated. In Riley, the United States
Supreme Court explicitly rejected the argument that a search of digital data was “materially indistinguishable” from a search
of physical objects: “That is like saying a ride on horseback is materially indistinguishable from a flight to the moon. Both
are ways of getting from point A to point B, but little else justifies *30  lumping them together. Modern cell phones, as a
category, implicate privacy concerns far beyond those implicated by the search of a cigarette pack, a wallet, or a purse.” (Riley
v. California, supra, 134 S.Ct. 2473 at pp. 2488-2489.)

As the Riley court noted, cell phones contain a digital record of nearly every aspect of the users' lives. (Riley, supra, 134 S.Ct.
2473 at 2490.) Internet browsing history can reveal the user's most private interests and concerns, such as medical issues, political
affiliation, and religious views. (Ibid.). Cell phone data also reveals the user's location, which can allow probation officers
to precisely reconstruct a probationer's movements. (Ibid.) Such tracking can reveal a user's “familial, political, professional,
religious and sexual associations.” (United States v. Jones (2012) 565 U.S. ___ [132 S.Ct. 945, 955].) Additionally, most
cell phones have application software capability, which allow carriers to use tools (“apps”) for managing private, detailed
information. (Aaron Smith, Smartphone Ownership 2013 (June 5, 2013) Pew Research Center's Internet & American Life
Project, p. 2 < http://www.pewinternet.org/2013/ 06/05/smartphone-ownership-2013> [as of May 20, 2016].)

The privacy interest in a user's cell phone is magnified by its immense storage capacity. (Riley, supra, 134 S.Ct. at 2489.) “The
current top-selling smartphone has a standard capacity of 16 gigabytes [which] translates to millions of pages of text, thousands
of pictures, or hundreds of *31  videos.” (Ibid.) This storage capacity has several interrelated privacy consequences. (Ibid.)
For instance, cell phones can contain several types of information, such as bank records, notes, address books, contact history,
videos and pictures, which can reveal more in conjunction with one another. (Ibid.) Also, cell phone data can span several years,
and a user's life can be reconstructed with all of the above information. (Ibid.) Again, location storage and increasingly popular
photo and video sharing, labeled by time, location, and description, make tracking a user's life very easy. (Ibid.)

As Justice Sotomayor noted in United States v. Jones, supra, 132 S.Ct. at 956, “[a]wareness that the Government may be
watching chills associational and expressive freedoms. And the Government's unrestrained power to assemble data that reveal
private aspects of identity is susceptible to abuse.” An all-access electronics search condition gives the probation department
the power to monitor the most intimate details of Ricardo's life: his every move, association, political, religious and sexual
expression and thought. Ricardo would not be able to have private conversations with his friends or discuss particular issues
with groups of friends freely. Every electronic message sent (e-mail, text and social media), every Facebook post or comment,

http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1978101583&pubNum=0000226&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_226_832&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_226_832
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1972127185&pubNum=0000780&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_780_482&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_780_482
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2010750930&pubNum=0004040&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_4040_136&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_4040_136
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2017754822&pubNum=0004040&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_4040_384&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_4040_384
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2017754822&pubNum=0004040&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_4040_384&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_4040_384
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1989095780&pubNum=0000226&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_226_942&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_226_942
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1975141733&pubNum=0000350&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_350_265&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_350_265
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1975141733&pubNum=0000350&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_350_265&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_350_265
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1993178155&pubNum=0004041&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_4041_1084&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_4041_1084
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1993178155&pubNum=0004041&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_4041_1084&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_4041_1084
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1979111717&pubNum=0000226&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_226_146&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_226_146
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1979111717&pubNum=0000226&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_226_146&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_226_146
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1971125377&pubNum=0000233&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_233_768&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_233_768
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1971125377&pubNum=0000233&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_233_768&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_233_768
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2033666953&pubNum=0000708&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_708_2488&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_708_2488
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2033666953&pubNum=0000708&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_708_2488&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_708_2488
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2033666953&pubNum=0000708&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_708_2490&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_708_2490
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2033666953&pubNum=0000708&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_708_2490&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_708_2490
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2026902885&pubNum=0000708&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_708_955&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_708_955
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2033666953&pubNum=0000708&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_708_2489&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_708_2489
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2026902885&pubNum=0000708&originatingDoc=Ib017262826ed11e6a795ac035416da91&refType=RP&fi=co_pp_sp_708_956&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_708_956


Weisburd, Kate 9/23/2019
For Educational Use Only

In re Ricardo P., a Minor, PEOPLE OF THE STATE OF..., 2016 WL 3036278...

 © 2019 Thomson Reuters. No claim to original U.S. Government Works. 11

every Instagram photo post or comment, every Twitter post, every typed word and every click would be subject to probation

*32  department scrutiny. 6

The Court of Appeal erred when it incorrectly invoked Olguin, which involved a probation condition that did not implicate
constitutional rights, to validate the electronics search condition, which does substantially impinge on Ricardo's constitutional
rights. Because the condition did not implicate a constitutional right, the Court in Olguin reviewed the imposition of the
pet notification condition for abuse of discretion. (Id. at p. 384.) This Court in Olguin did not contemplate or discuss the
reasonableness of imposing the type of intrusive surveillance condition challenged by Ricardo or the privacy concerns raised
by searches of digital data more recently articulated by the United States Supreme Court in Riley v. California, supra, 134
S.Ct. 2473. The probation condition here, an “open-ended search condition permitting review of all information contained or
accessible on the minor's smart phone or other electronic devices,” is hardly equivalent to the minimal obligation to inform
the probation officer of pet ownership approved in Olguin. (In re J.B., supra, 242 Cal.App.4th at p. 758.) Thus, the Court of
Appeal's conclusion, that a condition authorizing warrantless searches of Ricardo's electronic devices is comparable to the pet
notification condition discussed in Olguin, is *33  completely unsupported by Olguin, which emphasized the reasonableness
of the pet notification condition and stressed its minimal burden on the probationer. (Olguin, supra, 45 Cal. 4th at p. 382.)

Furthermore, the probation condition at issue in Olguin did not expand the scope of a warrantless search condition or increase
the degree of surveillance of the probationer. Rather, in holding that the probationer could be required to notify the probation
department about pets at his residence, this Court simply protected probation officers by ensuring they could carry out their
duties safely and without distraction. The pet notification condition placed a minimal burden on the probationer and did not
increase the scope of a warrantless search, unlike the electronics search condition at issue in the present case, which substantially
infringes on Ricardo's privacy. The Court of Appeal in this case erred in applying the language of Olguin to expand the authority
of the probation department and law enforcement to essentially monitor a probationer's communications, location, associations,
and all of the “privacies of life.” (See Riley, supra, 143 S.Ct. at p.2495 (quoting Boyd v. United States (1886) 116 U.S. 616).)

In direct contradiction to Riley, the Court of Appeal in this case equated searches of electronic devices with searches of physical
property. The Court of Appeal reasoned that expanding a condition authorizing warrantless searches of Ricardo's property to
include electronic devices was equivalent to a probation condition authorizing the search of a *34  probationer's vehicle where
the probationer had not used a vehicle to engage in illegal activity. (Opin., at p. 11.) Thus, the Court of Appeal disregarded
Riley's articulation that the data and information accessed in searches of electronic devices is significantly more private and
far-reaching in scope than any personal information accessed during searches of physical property. (Riley, supra, 134 S.Ct at
pp. 2488-2489.)

The Court of Appeal's interpretation of Olguin and Lent to permit any probation condition that facilitates supervision of a
probationer necessarily brings the Dominguez/Lent test into conflict with constitutional principles. Those principles require that
probation conditions involving intrusive surveillance be imposed with great caution. As discussed in Section C., post, the Court
of Appeal's reasoning opens the door to a multitude of probation conditions authorizing government surveillance of juvenile
and adult probationers and will necessarily result in constitutional violations.

CONCLUSION

For these reasons, the electronics search condition must be stricken.

Footnotes
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1 “CT” refers to the Clerk's Transcript on Appeal and “RT” to the Reporter's Transcript of Proceedings.
2 These facts were taken from the probation reports and San Jose Police Department reports.
3 The Dominguez/Lent test is applicable to juveniles as well as adults. (In re D.G. (2010) 187 Cal.App.4th 47; Wel. & Inst. Code § 730,

subd. (b) (authorizing the juvenile court to “make any and all reasonable orders for the conduct of the ward”).)
4 In Bushman and Mason, the Court inadvertently misstated the test as disjunctive rather than conjunctive but applied the test correctly.

(See Lent, supra, 15 Cal.3d at p. 487, fn. 1.)
5 Nor does such a condition pass constitutional muster, given the heightened privacy concerns implicated in searches of digital data

and electronic devices. (See Riley v. California, supra, 134 S.Ct. 2473, as discussed in Section D, post.)
6 The Court of Appeal's suggested modification of the condition would still allow for unfettered access to Ricardo's electronic

communications, including text and voicemail messages, photos, emails, and social-media accounts. (Opin., at p. 15.)

End of Document © 2019 Thomson Reuters. No claim to original U.S. Government Works.
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*1  APPLICATION TO FILE AMICUS CURIAE BRIEF

Pursuant to California Rule of Court 8.520(f), the ACLU of Northern California, the ACLU of Southern California, the ACLU
of San Diego/Imperial County, and the Electronic Frontier Foundation respectfully request leave to file a brief as amici curiae

in support of Defendant-Appellant Ricardo P. 1

The American Civil Liberties Union (ACLU) is a national, nonprofit, nonpartisan civil liberties organization with more than
500,000 members dedicated to the principles of liberty and equality embodied in both the United States and California
constitutions and our nation's civil rights law. It has three California affiliates: the ACLU of Northern California, the ACLU
of Southern California, and the ACLU of San Diego & Imperial Counties. The California ACLU affiliates have a statewide
Technology and Civil Liberties Project, founded in 2004, which works specifically on legal and policy issues at the intersection
of new technology and privacy, free speech, and other civil liberties and civil rights.

*2  The Electronic Frontier Foundation (EFF) is a San Francisco-based, member-supported, nonprofit civil liberties
organization working to protect and promote fundamental liberties in the digital world. With more than 26,000 active donors
and dues-paying members, EFF represents the interests of technology users in both court cases and broader policy debates
surrounding the application of law in the digital age. Through direct advocacy, impact litigation, and technological innovation,
EFF's team of attorneys, activists, and technologists encourage and challenge industry, government, and courts to support
privacy, civil liberties, free expression, and transparency in the information society.

Potential amici believe in-and have long advocated for-personal privacy and free expression, both of which are expressly
protected by our state constitution, in the context of emerging technologies like the electronic devices and digital
communications at issue in this case. Amici have advocated for privacy under Article I, Section 1 of the California Constitution
in cases including Sheehan v. San Francisco 49ers, Ltd., 45 Cal. 4th 992 (2009); Hill v. Nat'l Collegiate Athletic Assn., 7 Cal. 4th
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1 (1994); Brown v. Shasta Union High Sch. Dist., C061972, 2010 WL 3442147 (Cal. Ct. App. Sept. 2, 2010). Amici have also
advocated for privacy under the federal constitution in Riley v. California, 134 S.Ct. 2473 (2014) and United States v. Jones,
132 S.Ct. 945 (2012). Amici have been involved in numerous cases regarding the appropriate scope of government authority to
conduct searches and challenging the validity of searches, including Haskell v. Harris, 745 F.3d 1269 (9th Cir. 2014) (en banc)
(challenge to California statute requiring all felony arrestees to provide DNA samples) and Offer Westort v. City and County of
San Francisco (S.F. Sup. Ct. No. CGC 13529730) (challenge to searches of arrestees' cell phones). Amici also co-sponsored
the California Electronic Communications Privacy Act (CalECPA), Penal Code ϴ> 1564 et seq., which requires California
government entities to obtain a warrant before searching electronic devices or compelling access to electronic information.

*4  Because this case concerns important questions regarding the scope of government authority, individuals' rights to be free
from unreasonable searches, and the appropriate balance between the two, proper resolution of the matter is of significant
concern to amici and their members. Amici believe their experience in these issues will make this brief of service to the Court.
Potential amici therefore respectfully request that this Court grant them leave to submit the accompanying brief. See Rule of
Ct. 8.520(f).

Dated: October 19, 2016

Respectfully submitted,

AMERICAN CIVIL LIBERTIES UNION FOUNDATION OF NORTHERN CALIFORNIA, INC.

By

NICOLE A. OZER

ELECTRONIC FRONTIER FOUNDATION

By

LEE TIEN

Attorneys for Amici Curiae ACLU of Northern California, ACLU of Southern California, ACLU of San Diego and Imperial
Counties, and Electronic Frontier Foundation

*1  I. INTRODUCTION

The price of any youthful transgression cannot be that the government has an all-access, long-term pass to your private life that
chills access to the supportive communities and rehabilitative services that will help you build a healthy and productive future.
But that is precisely what the government is asking for with the expansive electronic search condition at issue in this case.

This Court should hold that such a condition fails the third prong of the Lent test and is therefore invalid. Amici agree with
Appellant that the probation condition fails the third prong of Lent because no nexus exists between electronics usage and the
underlying offense or future criminality. But the purpose of this brief is to focus this Court's attention on two additional reasons
why the electronic search condition is not “reasonably” related to future criminality and must fail the Lent test.

First, the search condition here is unreasonable because it authorizes overly broad access to deeply personal information,
including communications content. By allowing the government access to a young person's electronic devices, remotely stored
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digital information, and account passwords, the condition effectively gives the government unlimited access to “the sum” of
a young person's life, including highly sensitive and constitutionally protected information about topics such as her sexual
orientation. The search condition extends far beyond the scope of *2  traditional physical searches, making it functionally
equivalent to a wiretap, which would be unprecedented as a probation condition.

Second, the condition undermines, rather than supports, the rehabilitative purpose of probation by chilling young people's access
to digital services and programs to support rehabilitation and by disincentivizing third parties from providing a supportive,
rehabilitative environment. Young people, particularly young people from vulnerable communities who are disproportionately
represented in the juvenile justice system, rely on electronic devices and communication to access critical information, to build
essential connections, and to obtain important support and services, all of which further the rehabilitative purpose of probation.
The condition here is unreasonable because it is likely to discourage precisely these beneficial activities.

If the Court of Appeal's misinterpretation of the Lent test were left to stand, there would be no meaningful limitation on the
government's ability to conduct invasive electronic probation searches. Tens of thousands of California's young people are
placed on probation every year. More and more of these young people would likely find themselves subject to a broad electronic
search condition, regardless of how minor their transgressions or how attenuated these transgressions are to the use of electronic
devices or digital communications. They would be forced to choose between using modern technology to connect and seek
needed support for rehabilitation on *3  one hand, and safeguarding their private lives and free expression on the other. This
cannot be right.

Instead, this Court should recognize, as the United States Supreme Court did in Riley v. California, that properly safeguarding
constitutional rights requires taking into account the quantitative and qualitative impact of modern technology, rather than
“mechanically” applying pre-digital legal rules to electronic searches. 134 S. Ct. 2473, 2484 (2014). Following that guidance,
this Court should analyze the condition at issue in the full context of the expansive nature of electronic searches, the robust
California constitutional rights to privacy and free expression, and the core rehabilitative goals of juvenile probation. After
doing so, this Court should find that the electronic search condition is unreasonable, that it fails the third prong of the Lent test,
and that the juvenile court erred in imposing it on Appellant.

*4  II. ARGUMENT

Under the Lent test established by this Court, a probation condition is valid unless it “(1) has no relationship to the crime of
which the offender was convicted, (2) relates to conduct which is not in itself criminal, and (3) requires or forbids conduct which
is not reasonably related to future criminality.” People v. Lent, 15 Cal. 3d 481, 486 (1975) (quoting People v. Dominguez, 256
Cal. App. 2d 623, 627 (1967)). In the present case, the question before this Court is whether the electronic search condition is
“reasonably related to future criminality” and passes muster under the third prong of Lent. It fails this test.

Juvenile courts are only authorized to impose “reasonable” conditions of probation. Cal. Welf. & Inst. Code ϴ 730(b); see People
v. Olguin, 45 Cal. 4th 375, 383 (2008) (when evaluating a probation condition, “the relevant test is reasonableness...”) (citations
omitted). This reasonableness should be determined in light of the purpose of juvenile probation, which is rehabilitation. See
Cal. Welf. & Inst. Code ϴ 730(b) (probation conditions must be “fitting and proper to the end that... the reformation and
rehabilitation of the ward is enhanced.”); Olguin, 45 Cal. 4th at 380 (conditions of probation, including those that promote
supervision, should “assure that the probation serves as a period of genuine rehabilitation”) (citation omitted). This requires
considering the secondary effects of a sweeping probationary search on these rehabilitative goals. See People v. *5  Robles,
23 Cal. 4th 789, 799 (2000) (allowing police to effectuate warrantless searches on cohabitants of probationers might cause
“many law-abiding citizens... not to open their homes to probationers,” leading to “higher recidivism rates and a corresponding
decrease in public safety.”); In re Jaime P., 40 Cal. 4th 128, 138 (2006) (lack of restrictions on the search would “invite repeated
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harassment and arbitrary searches”). Particular scrutiny is appropriate for “a probation condition that imposes limitations on a
person's constitutional rights.” In re Sheena K., 40 Cal. 4th 875, 890 (Cal. 2007); cf. Olguin, 45 Cal. 4th at 384 (“We do not
apply such close scrutiny in the absence of a showing that the probation condition infringes upon a constitutional right.”).

Evaluating the reasonableness of the electronic search condition at issue in this case requires recognizing the vast quantity of
personal information that the condition could impact or expose. For this reason, courts, including the U.S. Supreme Court, have
recognized the need for particular diligence to protect the significant privacy and speech interests in electronic devices and
the communications and information stored on or accessible through these devices, even in contexts like probation where an
individual's general expectation of privacy may be reduced.

In the present case, the lack of a nexus between the electronic search condition and the offense or future criminality is sufficient
to invalidate the condition under Lent. However, there are two additional reasons that the *6  condition at issue is unreasonable.
First, the condition's scope is unreasonably broad, allowing access to deeply personal information, including communications

content. 2  In fact, the searches it authorizes have much more in common with wiretaps than traditional physical searches. And
second, the condition does not merely fail to reasonably advance the rehabilitative purpose of juvenile probation, it actually
undermines that purpose: it both deters the young person from forming relationships and seeking rehabilitative support or
services through his electronic devices and discourages others from connecting with the young person and providing a supportive
rehabilitative environment.

A. Young people, especially those from vulnerable populations, rely on
electronic devices to access essential services and rehabilitative support.

Electronic devices and information are indispensable to modern life. As the U.S. Supreme Court recognized, “now it is the
person who is not carrying a cell phone, with all that it contains, who is the exception.” Riley, 134 S. Ct. at 2490. The proliferation
of electronic devices has gone hand in hand with an increase in the use of digital communication and online *7  accounts.
These devices and services allow young people, especially those in vulnerable communities, to access information and find the
resources they need to build supportive environments and transition out of the juvenile justice system.

Young people are particularly likely to use mobile devices and online services to connect and seek information. Over 88% of
American teenagers have access to a cell phone, 73% of teenagers have access to a “smartphone,” and 58% of teenagers have

access to a tablet. 3  Texting has become the dominant daily mode of communication for young people. 4  Ninety percent of

young adults in the United States use social media websites to connect with others and communicate online. 5  Cell phones and
other mobile devices have become a primary driver of teen Internet use: 91% of teenagers go online from mobile devices, and

94% of these “mobile teens” go online daily or more often. 6

*8  Young people from vulnerable communities, who are overrepresented in the juvenile justice system, 7  are often particularly
reliant on electronic devices and online information. For example, mobile phones are the only means of Internet access for many

poor youth. 8  African American youth, who comprise 13% of California's youth population but 32% of juveniles on probation, 9

use smartphones to seek help with homework more often than white students. 10  Over 80% of LGBTQ youth, who comprise

between 13 and 15% of young people in the juvenile justice system, 11  search the *9  Internet for health-related information

and support services. 12  And many survivors of sexual assault, who make up 56% of all girls in the California juvenile justice

system, 13  find support in online communities. 14
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The rehabilitative and support services that young people access through electronic devices are an important part of helping them
to lead healthy and productive lives. Text messaging programs have successfully encouraged low-income young people to stay

in school 15  and access needed health information and clinical and social services. 16  Other online services help young people

cope with mental health issues, including suicide and depression. 17  Online support communities also provide an important

place for LGBTQ teens to discuss their sexuality and seek support for experiences with harassment and discrimination. 18  Text
messaging interventions developed by the University of California, Los Angeles help young people stay off drugs, reducing

relapse by as much as half as compared to standard aftercare. 19  The Court Messaging Project, developed at Stanford University,

uses text messages to help young people navigate the juvenile justice system and stay out of trouble. 20

Electronic devices also help young people foster social connections that help them integrate into society. For example, young

people who communicate digitally are more likely to engage in civic activities, 21  which has been shown to have a positive

impact on reducing recidivism. 22

B. Electronic devices store and allow access to enormous amounts of personal information.

Modern electronic devices have “immense storage capacity” and may contain a staggering amount of sensitive personal
information. Riley v. 134 S. Ct. at 2489. The smallest storage capacity available on a new iPhone is 16 gigabytes (“GB”) (16

billion bytes), 23  enough for nearly 4,000 digital pictures, 24  over 260,000 private voicemails, 25  hundreds of home videos, 26

or 800 million words of text 27  - well over a football field's length of books. 28  Even “feature phones” 29  can hold a variety
of information, including months or even years of text messages, thousands of contacts, calendars, “to do” lists, call history,
photographs, and more. See Riley, 134 S. Ct. at 2489. And laptop and desktop computers may have far larger storage capacities,
with companies now offering ten terabyte (ten trillion byte) hard drives capable of storing nearly 600 times as much data as

a 16 GB iPhone. 30

Electronic devices can store a wide range of additional types of data, such as location information, that can reveal sensitive
details about their users. Modern mobile devices often use Global Positioning System (“GPS”) data or other mechanisms to

determine their location whenever the device is turned on, 31  and then retain an archive of that data, providing a detailed record

of the individual's movements. 32  And many electronic devices, including smartphones, 33  can also generate and store numerous

other kinds of information created by various “apps,” including medical information 34  and financial information. 35

Electronic devices also often provide a direct path to data generated or stored remotely, including data associated with online

accounts. 36  Web-based email accounts can contain a rich archive of personal communications extending years or even decades

into the past. 37  Social media services, such as Facebook, Twitter, or Instagram, can expose extensive information about
activities and reveal personal thoughts, concerns, and communications, whether via private “direct” user-to-user messages or

via posts on private message boards. Indeed, for many, social media accounts function as a modern-day diary. 38  Applications

can also link to other sources of information, such as a live video feed from a third party 39  or even a home security camera. 40  In
many cases, these services are accessible from a young person's electronic device with just a click of a mouse or a tap on a screen.

In total, electronic devices can store “not only [] many sensitive records previously found in the home [but also] a broad array
of private information never found in a home in any form - unless the [device] is.” Riley, 134 S. Ct. at 2491.
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C. The electronic search condition is unreasonable because it allows
unlimited access to vast amounts of sensitive personal information.

The electronics search condition at issue is unreasonable under the Lent test because it gives the government unfettered access
to a young person's electronic information and online accounts. It dramatically infringes on the constitutional rights of a young
person by authorizing the government to search communications without limits on the scope or manner. The scope of a search
under the condition at issue is far greater than that of any physical search, allowing access to a vast trove of communications,
activity logs, and more. The potential for comprehensive, even real-time, search under the probation condition is functionally
equivalent to a wiretap, yet we know of no case that has upheld suspicionless telephonic wiretaps of probationers, adult or
juvenile. The invasiveness of searches permitted by the condition weighs heavily in favor of finding the condition unreasonable

and thus invalid. 41

1. The condition infringes on a young person's right to privacy by
authorizing searches far broader and more invasive than any physical search.

The Fourth Amendment requires this Court to take into account the sensitivity as well as the sheer volume of information laid
bare by the condition to fully assess if it is reasonable. See generally Riley, 134 S. Ct. at 2489. By allowing government access
to both a wide range of communication channels and a broad array of very sensitive information, the condition unreasonably
burdens the “substantial” privacy interest that probationers retain in their electronic devices and information. United States v.
Lara, 815 F.3d 605, 612 (9th Cir. 2016).

Federal courts, including the U.S. Supreme Court, have increasingly recognized that electronic searches may be unreasonable,
and thus unconstitutional, even if they seem to satisfy pre-existing doctrine allowing for warrantless searches, because of the
qualitatively different privacy interest at stake in a digital search. In Riley v. California, the U.S. Supreme Court unanimously
held that the warrantless search of a cell phone found in an arrestee's possession violated the Fourth Amendment. 134 S.
Ct. at 2495. In doing so, the Court conducted a thorough analysis of the unique nature of digital devices and the privacy
interests associated with their contents. It concluded that the capacity to hold vast quantities of different types of highly

personal information makes them “quantitative[ly] and qualitative[ly]” different from their physical counterparts. 42  Id. at 2489
(emphasis added).

Similarly, in United States v. Jones, five Justices recognized that the collection of extensive location records through
technological means implicates the Fourth Amendment and could constitute an unreasonable search even where traditional
visual observation by officers would not. 132 S. Ct. 945,963-64 (2012) (Alito, J., concurring in the judgment); id. at 955-56
(Sotomayor, J., concurring). As Justice Alito noted, “[s]ociety's expectation has been that law enforcement agents and others
would not - and indeed, in the main, simply could not - secretly monitor and catalogue every single movement of an individual's
car for a very long period.” Id. at 964 (Alito, J., concurring in the judgment).

In addition, the Sixth Circuit, the only Court of Appeals to consider the issue, held that searching an online email account
without a warrant violated the Fourth Amendment. See United States v. Warshak, 631 F.3d 266 (6th Cir. 2010). The court's
decision turned on the invasive nature of a search of an online account: “[A]ccount‘ is an apt word for the conglomeration
of stored messages that comprises an email account, as it provides an account of its owner's life.” Id. at 284. The Warshak
court recognized that constitutional protections “must keep pace with the inexorable march of technological progress, or [their]
guarantees will wither and perish.” Id. at 285.
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Two courts that have applied Riley to the probation context have also recognized that the unique attributes of digital devices
and information require a careful analysis of the invasiveness of an electronic search rather than mechanical acceptance
that “standard” search conditions may encompass electronic devices. In United States v. Lara, the Ninth Circuit rejected the
government's contention that a warrantless search of a probationer's cell phone was justified by a general search condition and
a claim that “drug traffickers commonly use cell phones to arrange narcotics sales.” 815 F.3d at 607-08, 612. Instead, the court
held that the defendant's “substantial” privacy interest in his cell phone and the information it contained, although “somewhat
diminished” by his status as a probationer, nonetheless outweighed the government's interest in enforcing a probation condition
generally applicable to physical property and containers. Id. at 611-612. And in People v. Appleton, the Sixth Appellate District
invalidated an electronic search condition that “would allow for searches of vast amounts of personal information unrelated to
defendant's criminal conduct or his potential for future criminality.” 245 Cal. App. 4th 717, 727 (2016). The Appleton court,
following Riley, observed how the “scope of a digital search is extremely wide,” sweeping more broadly than the “standard”
condition allowing for searches of persons, vehicles, and homes. Id. at 726. As a result, the condition would “potentially expose...
medical records, financial records, personal diaries, and intimate correspondence with family and friends,” much of which may
be unrelated to the offense or future criminality. Id. at 725. The First District has likewise held that electronic search conditions
must be carefully evaluated under the reasoning in Riley. In re Malik, 240 Cal. App. 4th 896, 902 (2015) (“In view of these
significant privacy implications [highlighted by Riley], the electronics search condition must be modified....”).

The electronic search condition here allows access to the same scope and detail of records that led the Riley court and others to
find electronic searches unreasonable. It authorizes access to a vast trove of information, including both direct communications
like email and text messages and indirect information sharing on social networks and forums. See supra Part II.B. Moreover,
the search condition encompasses many types of sensitive private information: location records that can “reconstruct someone's
specific movements down to the minute, not only around town but also within a particular building” and thus expose “‘a wealth
of detail about her familial, political, professional, religious, and sexual associations”’; web browsing history that could reveal
“a search for certain symptoms of disease”; and application data that “can form a revealing montage of the user's life,” from
how she “plan[s] [her] budget” to the fact that she is “tracking pregnancy symptoms.” Riley, 134 S. Ct. at 2490 (quoting Jones,
132 S.Ct. at 955 (Sotomayor, J. concurring)).

In sum, the condition at issue would authorize searches that

would typically expose to the government far more than the most exhaustive search of a house: [An
electronic device] not only contains in digital form many sensitive records previously found in the home; it
also contains a broad array of private information never found in a home in any form-unless the [device] is.

Id. at 2491. This places a severe burden on the substantial privacy interest that a young person on probation retains in his
electronic devices and information.

2. The condition allows access to information that is protected by the California Constitution.

Electronic searches also directly implicate the motivating factors behind California's protections for privacy, which this Court

has long construed to afford even greater protection than the Fourth Amendment. 43  The Privacy Amendment to Article 1,
Section 1 of the California Constitution, which protects the privacy rights of “all people,” was passed in response to the “modern
threat to personal privacy” posed by then-emerging data collection technology. White v. Davis, 13 Cal. 3d 757, 774 (1975). This
Court has consistently held that the constitutional protection applies rigorously to collections that comprise a “virtual current
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biography.” People v. Blair, 25 Cal. 3d 645, 652 (Cal. 1979). Information accessible via electronic devices has an “element of
pervasiveness” that directly implicates the same concerns: it comprises “a digital record of nearly every aspect of [possessors']
lives - from the mundane to the intimate.” Riley, 134 S. Ct. at 2490.

Courts, including this Court, have specifically held that the right to privacy in the California Constitution protects
communications information that can reveal sensitive information about Californians' private lives. In People v. Blair, this Court
held that the state constitution requires that police obtain a warrant to access a defendant's phone records, rejecting the federal
“third party doctrine” that placed such records outside the scope of the Fourth Amendment. 25 Cal. 3d at 653, 655; see Smith v.
Maryland, 442 U.S. 735 (1979) (holding that a telephone subscriber does not have a Fourth Amendment interest in telephone
records held by the phone company). And in People v. Chapman, this Court extended that reasoning to a telephone customer's
contact information. 36 Cal. 3d 98, 108 (Cal. 1984). More recently, a federal court recognized that this protection most logically
extends to cell phone location information. In Re: Application for Telephone Information Needed for a Criminal Investigation
Case, No. 15 - XR-90304-HRL-1(LHK) (N.D. Cal. July 29, 2015) (“There is little doubt that the California Supreme Court's
holding [in Blair] applies with full force to the government's application here, which seeks historical CSLI generated by a target
cell phone's every call, text, or data connection, in addition to any telephone numbers dialed or texted.”).

The California Constitution also includes an express right to freedom of expression that is “in some ways is broader than [] the
comparable provision of the federal Constitution's First Amendment.” Cal. Const. Art. 1, § 2; Beeman v. Anthem Prescription
Management, LLC, 58 Cal. 4th 329, 341 (Cal. 2013) (quoting Kasky v. Nike, Inc., 27 Cal. 4th 939, 959 (Cal. 2002)). As this Court
observed in White v. Davis, government monitoring may “run afoul of the constitutional guarantee [to free speech] if the effect
of such activity is to chill constitutionally protected activity.” 13 Cal. 3d at 767 (holding the government's covert surveillance
threatened a “substantial inhibition” of free speech and thus presumptively violated the federal and state Constitutions).

California has further safeguarded the robust privacy and free speech rights guaranteed to all people by placing specific limits on
government access to electronic information and communications. The California Reader Privacy Act, which went into effect
on January 1, 2012, generally prohibits any provider from knowingly disclosing or being compelled to disclose a broad range
of personal information without a court finding that there is probable cause to believe the personal information is relevant to
the investigation of an offense. Cal. Civ. Code § 1798.90 et seq. And the California Electronic Communications Privacy Act
(“CalECPA”), which went into effect on January 1, 2016, generally requires a government entity to obtain a warrant to access or
obtain any “electronic device information” from an electronic device or to compel the disclosure of “electronic communication
information” from a provider. Cal. Pen. Code § 1546 et seq. The definition of electronic device information in CalECPA is
“comprehensively broad” and “include[s] any information that exists on any electronic device” including information held by

service providers. 44

California's privacy protections, both constitutional and statutory, follow the same reasoning as Riley: the invasiveness of
government access to detailed and sensitive records about a person's life is a key factor in determining when such access should
be permitted, or whether it should be permitted at all. There can be no question that the protections extend to information held on
electronic devices, since searches of these devices provide the government with precisely the sort of all-encompassing, “cradle-
to-grave” records that Article 1, Section 1 was specifically designed to protect. White v. Davis, 13 Cal. 3d at 774 (quoting
1972 voter pamphlet). Indeed, the search condition allows the government to access information about “personal matters”
like reproductive healthcare, family life, and sexuality which are “protected by the constitution from unwarranted government
intrusion.” Thorne v. El Segundo, 726 F.2d 459, 468 (9th Cir. 1983) (the right to informational privacy under the Constitution
includes “the individual interest in avoiding disclosure of personal matters... ” (quoting Whalen v. Roe, 429 U.S. 589, 599
(1977)). The right to privacy applies equally to young people, and it has been recognized in a diverse set of circumstances. See
C.N. v. Wolf, 410 F.Supp.2d 894, 903 (C.D. Cal 2005) (constitutional right to privacy limits school official's ability to disclose
a student's sexual orientation to parents, even if student is openly gay at school); Videckis v. Pepperdine Univ., 100 F.Supp.3d
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927, 934 (C.D. Cal 2015) (students had reasonable expectation of privacy with respect to their sexual orientation and intimate
activities).

In the present case, the burden on Appellant's privacy rights far outweighs any justification for the condition, allowing unfettered
access to a “virtual current biography” detailing nearly every aspect of a young person's life. That renders the condition
unreasonable.

3. The condition authorizes an invasive search akin to a wiretap.

An electronic search condition that requires the young person to provide access, including passwords, to online accounts means
that probation officers are able to and expected to access social networks, email and messaging services, and various online
accounts “regardless of whether... the probationer is present when the search is conducted.” In re Ricardo P., 241 Cal.App.4th
at 691 (citation omitted). This is the functional equivalent of a wiretap, allowing probation officers to “listen in” on electronic
communications in real time. But wiretaps are only permitted where there is a special justification and procedural safeguards,
and with good reason, as “few threats to liberty exist which are greater than that posed by the use of [interception] devices.”
Berger v. New York, 388 U.S. 41, 63 (1967). We know of no case that has upheld suspicionless wiretaps of probationers, adult
or juvenile. Nor should this Court authorize the equivalent here.

Because of its scope and invasiveness, the use of a wiretap or other means of communication interception requires enhanced
judicial oversight and procedural safeguards. In Berger v. New York, the U.S. Supreme Court held that a New York statute that
authorized issuance of judicial orders for eavesdropping by means of a recording device was facially invalid under the Fourth
Amendment. Id. at 55. The statute's defect was not a lack of a probable cause requirement, id. (“we need not pursue that question
further because... the statute is deficient on its face in other respects”), but its lack of a particularity requirement sufficient to
narrow the scope of the search, which the Court found necessary given the intrusiveness of eavesdropping. Id. (“The need for
particularity and evidence of reliability [] required when judicial authorization of a search is sought is especially great in the
case of eavesdropping. By its very nature eavesdropping involves an intrusion on privacy that is broad in scope”). Because
the statute authorized what amounted to a “roving commission” that “le [ft] too much to the discretion of the officer executing
the order,” the Court held it facially unconstitutional. Id. at 59. The reasoning in Berger influenced the drafting of the federal
Wiretap Act, which imposes a range of limitations and procedural safeguards on the use of wiretaps. 18 U.S.C. § § 2510-20;
see United States v. Martinez, 498 F.2d 464, 468 (6th Cir. 1974) (“It is clear that Congress gave careful consideration to [cases
including Berger] in drafting [the Wiretap Act].”).

Federal courts have not limited the Berger reasoning to wiretapping and oral interceptions. The Seventh Circuit applied the
reasoning in Berger in holding that a warrant for video surveillance that “did not satisfy the four provisions of Title III [of the
Wiretap Act]” violated the Fourth Amendment. United States v. Torres, 751 F.2d 875, 885 (7th Cir. 1984). The court noted that,
in contrast to a “conventional search” where “the police go through a home or an office looking for contraband or evidence of
a crime, and they either find what they are looking for or not, and then they leave,” television surveillance “is identical in its
indiscriminate character to wiretapping and bugging.” Id. at 884-85. Video surveillance, like wiretapping, “pick[s] up anything
within [its] electronic reach, however irrelevant to the investigation.” Id. at 885.

The probation condition at issue in this case, like the statute found unconstitutional in Berger or the video surveillance held
unconstitutional in Torres, has no limiting factor to mitigate its impact on privacy. The search condition does not describe with
particularity the types of communications to be intercepted, nor does it provide for minimization of irrelevant communications.
Like the statute in Berger, the electronic search condition is expressly designed to give probation officers a “roving commission”
to rummage through all of a young person's electronic “communications, conversations or discussions.” Berger, 388 U.S. at 59.
As a result, “the conversations of any and all persons” that are accessible through a probationer's electronic device-including
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not only those in which the young person is a participant but also those to which he is merely an observer-may “be seized
indiscriminately.” Id. at 69. The result is that probation officers are left with unfettered discretion to seize and use many forms
of communications by the young person on probation and anyone with whom he interacts. See id.

In many ways, the electronics search condition sweeps even more broadly than the surveillance contemplated in Berger and its
progeny. First, the condition allows surveillance of devices that include multiple mediums of communication above and beyond
a single audio stream (Berger) or television feed (Torres). Indeed, the search condition at issue in this case potentially allows
access to both video and audio communications through services like Skype, text and multimedia messages, e-mails, social
media content, and more. Second, the condition allows for remote access to the young person's online accounts, which enables
the surreptitious collection of private communications whenever an officer is able to access the Internet. Finally, the search
condition lacks temporal limits: it allows access to digitally stored information created from before the imposition of probation
to the present moment, far beyond the duration in Berger, where the eavesdropping was limited to two physical business offices
for sixty days. See 388 id. at 41, 45. Like in Berger, the condition provides a “blanket grant of permission to eavesdrop” on the
young person and those with whom he communicates. Id. at 60. It is therefore unreasonable.

D. The electronic search condition is unreasonable because it undermines the rehabilitative purpose of probation.

An electronics search condition that lacks a connection to a person's offense or history and that provides the government with
an all-access, long term pass to his private life is unreasonable because it undermines rather than promotes the central goal of
juvenile probation: rehabilitation. Rather than effectively deterring a young person from backsliding, as the state contends, such
a search condition will undermine rehabilitation by deterring him from accessing services and support groups and benefiting

from modern support services that promote healthy living and rehabilitation. 45  By invading the privacy of any third party who
communicates with, or merely joins the same digital community as, the young person on probation, it also discourages others
from offering essential support to the probationer.

1. The condition is likely to weaken a young person's community ties
and chill him from seeking support and rehabilitative services online.

A recent comprehensive policy review on reducing recidivism and improving outcomes for youth in the juvenile justice system,
conducted by the Council of State Governments Justice Center with support from the United States Department of Justice, found
that programs based on “surveillance” and “fear” are not only often ineffective in reducing juvenile recidivism but in some

cases actually increase delinquency. 46  By forcing a young person to choose between pursuing needed support and relationships
online or protecting sensitive personal information from potential search, an electronic search condition that provides an all-
access pass to a young person's digital personal life is likely to undermine, rather than promote, rehabilitation.

Young people on probation may be less likely to seek support, services, and community online if doing so means exposing
sensitive information to a potential probation search. Seeking support online can expose a wide range of information to electronic
searches, including text messages and

voice mails, emails, online posts, and web browser histories. This information can reveal very sensitive personal information,
such as membership and communications in personal support groups or social and political activism. It will be readily available

through the search of an electronic device 47  or the use of an online account password. See generally supra Part II.B.

Online interactions can support the rehabilitation of young people on probation. The Justice Center's policy review found that
many of the juvenile rehabilitation programs that demonstrate the most success seek to strengthen “interactions,” including
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connecting youth to other “positive adults, peers, and activities in their schools and community.” 48  For young people,
especially from vulnerable communities, many of these interactions come through social media and other forms of electronic

communication. 49  Privacy may be particularly important to promoting interactions related to intervention and support

services. 50

These interactions may not happen if fear of surveillance discourages the young person from discussing or reaching out for
help related to deeply personal issues. A young person on probation seeking to stay off drugs may choose not to use proven-
successful interventions to reduce drug-abuse relapse, which rely on “[m]essages ... [that] can be accessed and responded to
privately, when and where youths find it convenient or feel a need for help,” if they fear those messages might be subject to

search. 51  A young person may not use Crisis Text Line 52  if she is worried that a probation officer might learn about her
concerns or mental health struggles. If she is gay, she may not seek support from an LGBTQ Facebook group if she is worried

that a probation officer could uncover and possibly expose her sexual orientation by reading private group conversations 53  or
simply by discovering her participation in that group. A transgender young person would not be able to self-identify and seek
support on a social network without similar concerns. Others, fearing probation officers will learn about the immigration status
of family members or disapprove of their political or social activism, may avoid becoming involved with groups such as United

We Dream 54  or BlackLivesMatter. 55  As a result, rather than supporting rehabilitation, an all-access search condition will
weaken the community ties and access to a positive networks, support, and social and civic activities that promote youth success.

Increasing public awareness of surveillance misuse may also increase the chilling effects of an all-access search condition.
In recent years, revelations about government surveillance have greatly increased the public's understanding of how often the
government exercises its surveillance authority and the wealth of information that digital searches can reveal. This awareness
has led many people to change their behavior, including avoiding communicating about or accessing information about sensitive

topics. 56  See Jones, 132 S.Ct. at 956 (Sotomayor, J., concurring) (“Awareness that the Government may be watching chills
associational and expressive freedoms.”). California's voters expressed similar concerns four decades earlier. See White, 13 Cal.
3d at 774 (the Privacy Amendment “prevents government... from collecting and stockpiling unnecessary information about us
and from misusing information gathered for one purpose in order to serve other purposes or to embarrass us”).

In providing the government with virtually unlimited access to a young person's digital private life, the expansive search
condition here is likely to create fear of surveillance and chill social engagement and access to important support services.
In doing so, the condition undermines juvenile probation's central goals of rehabilitation and reformation. That renders it
unreasonable.

2. The condition discourages third parties from building relationships
with and offering support to young people on probation.

An all-access search condition undermines rehabilitation in another way: it discourages third parties from providing support
and services to young people on probation if those third parties are concerned about exposing their own private information
to government scrutiny. A young person's electronic devices not only store and allow access to the intimate details of her life;
they also provide access to sensitive personal information about hundreds or even thousands of other people, including those
with no direct connection to the young person. These other people use technology for the same purposes as a young person
on probation might - and in doing so offer advice, emotional support and close relationships that help the young person build
strong connections and lead a healthy and productive life. But third parties may choose not to provide that support if doing so
subjects them to surveillance through an all-access search condition imposed on a young probationer.
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A search of a young person's electronic device can provide access to sensitive information about a vast number of other people
since such a search may reveal years worth of emails, text messages, and other private communications. See supra Part II.B.
In addition, electronic devices can allow access to a wide range of third party information beyond direct communications,
such as the private information and posts of “friends” (the average teen Facebook user has 300 Facebook friends) as well as

their photographs, videos, and other speech. 57  Individuals also join closed communities online whose members can share

information with each other while keeping that information private from non-members. 58  These communities address sensitive

topics including addiction, 59  sexuality and gender, 60  religious, political or ethnic affiliations and activities, 61  mental health

concerns, 62  immigration status 63  and more. Young people also reach out to peers on social networks for advice, to form bonds,

and to share sensitive information with each other. 64  Information about very personal matters of others could be exposed in
an electronic search.

The scope and invasiveness of the search condition in this case may discourage third parties from communicating with young
people on probation or from offering the supportive environments and services those young people need. See generally supra
Parts II.A. & II.D.1. This expansive search condition could be particularly harmful “in communities where a higher than average
number of persons are on probation” and others may be particularly wary of exposing their own lives to government scrutiny.
People v. Hoeninghaus, 120 Cal. App. 4th 1180, 1197 (2004) (citing Robles, 23 Cal. 4th at 800).

This Court has already recognized that the reasonableness of a search must be questioned if it may lead “many law-abiding
citizens... not to open their homes to probationers” because they fear arbitrary government intrusion into their lives. Robles,
23 Cal. 4th at 799. It recognized that expansive searches could lead to “higher recidivism rates and a corresponding decrease
in public safety.” Id. Lower courts evaluating search conditions have considered this impact on third parties even where those
persons' privacy rights were not directly at issue. See In re J.B., 242 Cal. App. 4th 749, 759 (2015) (even if probationer did
not have standing to assert third party's Fourth Amendment rights, “that is no justification for the court to authorize probation
officers to invade the privacy of other innocent parties who participate in the same social media networks as the minor.”); In
re Malik J., 240 Cal. App. 4th at 902 (“the threat of unfettered searches of Malik's electronic communications significantly
encroaches on his and potentially third parties' constitutional rights of privacy and free speech”).

The expansive electronic search condition here discourages others from “open [ing] their” online “homes to probationers” to
give them a safe place where they can seek the support and services they need. Robles, 23 Cal. 4th at 800. As a result, the
condition is unreasonable.

CONCLUSION

For the foregoing reasons, Amici urge this Court to find that the electronic search probation condition is unreasonable, that it
fails the Lent test, and that the juvenile court erred in imposing it on Appellant.
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33 See Riley, 134 S. Ct. at 2489 (“The term ‘cell phone’ is itself misleading shorthand [for] minicomputers that also happen to have
the capacity to be used as a telephone”).

34 See, e.g., Apple Health, Apple, (last visited Oct. 5, 2016), https://www.apple.com/sg/ios/health/ (“The Health app... makes it easy
to keep tabs on a wide array of data that matters to you - from measurements of your blood pressure and blood glucose to records
of your weight and reproductive health.”); Fitbit App Home Page, https://www.fitbit.com/app (last visited Oct. 5, 2016) (describing
how the app enables users to “[v]iew progress towards your daily goals for steps, distance, calories burned and active minutes, and
see your trends over time”).

35 Jill Duffy, Best Mobile Finance Apps, PC Magazine, (Apr. 20, 2016), https://perma.cc/Y96T-Q3QM.
36 All parties have agreed that the condition imposed by the juvenile court was intended to encompass online account access as well as

access to information stored directly on the electronic device. In re Ricardo P., 241 Cal.A.4th at 682.
37 For example, Google offers 15 GB of storage across its various services including Gmail for free. Assuming an average of 75 kilobytes/

email, 15 GB of storage would hold 200,000 emails. See Bringing It All together: 15 GB now shared between Drive, Gmail, and
Google Photos, Google Drive Blog, (Oct. 4, 2016), https://drive.googleblog.com/2013/05/bringing-it-all-together-15-gb-now.html.

38 Jess Zimmerman, Social Media Is Our Modern Diary. Why Do Tech Companies Own All The Keys?, The Guardian, (Oct. 21, 2014),
https://www.theguardian.com/commentisfree/2014/oct/21/social-media-tech-companies-user-privacy; cf. Diary, Merriam-Webster,

http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2033666953&pubNum=0000708&originatingDoc=I246c64bc9aaa11e694bae40cad3637b1&refType=RP&fi=co_pp_sp_708_2489&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.DocLink)#co_pp_sp_708_2489


Weisburd, Kate 9/23/2019
For Educational Use Only

THE PEOPLE OF THE STATE OF CALIFORNIA, Plaintiff..., 2016 WL 6211479...

 © 2019 Thomson Reuters. No claim to original U.S. Government Works. 19
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40 See, e.g., Meet Nest Cam Indoor, Nest, https://nest.com/camera/meet-nest-cam/ (last visited Oct. 16, 2016) (describing the Nest Cam
Indoor security camera and its accompanying app, which enables users to remotely view a high definition live video stream from
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53 LGBT Youth Help and Support, supra note 18, (Assuring potential members of the group that since it is a closed Facebook group,
posts will not be publicly posted to Facebook walls. “This is a closed group made in order to be ourselves and to help also those who
are LGTB [sic], without concern if the posts will appear in [sic] our walls, you can be sure that it'll never happen...”).

54 United We Dream Home Page, http://unitedwedream.org/, (last visited June 8. 2016) (“United We Dream is the largest immigrant
youth-led organization in the nation.”).

55 Black Lives Matter Home Page, http://blacklivesmatter.com/, (last visited June 8, 2016) (“Black Lives Matter is a chapter-based
national organization working for the validity of Black life.”).

56 See, e.g., Nadia Prupis, Snowden Revelations Led to ‘Chilling Effect’ on Pursuit of Knowledge: Study, Common Dreams,
Common Dreams (June 6, 2016), http://www.commondreams.org/news/2016/04/27snowden-revelations-led-chilling-effect-pursuit-
knowledge-study (contending that evidence of curtailing searches for particular terms “shows that people have become scared to
learn about ‘important policy matters' due to the fear of government surveillance” in the post-Snowden era.); see also Lee Rainie &
Mary Madden, Americans' Privacy Strategies Post-Snowden, Pew Research Center: Internet, Science & Tech, (Mar. 16, 2015),
http://www.pewinternet.org/2015/03/16/americans-privacy-strategies-post-snowden/_(“25% of those who are aware of the
surveillance programs (22% of all adults) say they have changed the patterns of their own use of various technological platforms ‘a
great deal’ or ‘somewhat’ since the Snowden revelations.”).

57 32 Awesome Facebook Statistics by Age, BrandonGaille.com (Apr. 25, 2015), http://brandongaille.com/32-awesome-facebook-
statistics-by-age/.

58 See, e.g., LGBT Youth Help and Support - Jovenes LGBT Ayuda y Apoyo Facebook (Oct. 4, 2016), https://www.facebook.com/
groups/LGTBPEOPLE/ (“This is a closed group made in order to be ourselves and to help also those who are LGTB [sic], without
concern if the posts will appear in [sic] our walls, you can be sure that it'll never happen...”

59 See, e.g., Text Messaging Aftercare, supra note 19; Alcoholics Anonymous - Bay Area, Facebook, https://www.facebook.com/
groups/721773207870650/ (last visited Oct. 18, 2016).

60 See, e.g., OutOfTheCloset (Bay Area LGBT! Youth Group), Facebook, https://www.facebook.com/groups/1005878246173771/# (last
visited July 6, 2016); LGBT Youth Help and Support, supra note 18.

61 See, e.g., Bay Area YOUTH & EM Pastor Fellowship, Facebook, https://www.facebook.com/groups/222698774589811/ (last visited
Oct. 18, 2016); Bay Area Youth “BAY” Christian Fellowship, Facebook, https://www.facebook.com/groups/222698774589811/#_=_
(last visited July 6, 2016); SF Bay Area Youth Ministry Network, Facebook https://www.facebook.com/groups/513823702041307/
#_=_ (last visited July 6, 2016).

62 See, e.g., Depression and Anxiety Youth Group, Facebook, https://www.facebook.com/groups/180736338948203/#_=_ (last visited
July 6, 2016); Anxiety & Depression Youth support group, Facebook, https://www.facebook.com/groups/515612035283365/#_=_
(last visited July 6, 2016).

63 See, e.g., Being Brought to the U.S. as Children Does Not Make Us Criminals!, Facebook, https://www.facebook.com/
groups/213153242081450/#_=l _(last visited July 6, 2016).

64 See How Teens Use Media, The Nielson Company 1, 7 (June 2009), http://www.nielsen.com/content/dam/corporate/us/en/reports-
downloads/2009-Reports/How-Teens-Use-Media.pdf (“57% of teen social networkers said they look to their online social network
for advice, making them 63% more likely to do this than the typical social networker.”).
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