
 

Social Media Investigation 



 Social Media Check 

 Background Checks  

 School Records 

 Cell Phone Records (ie: any and all subscriber 
information for target number, including but 
not limited to any and all incoming and 
outgoing calls, SMS detail report, and content 
of SMS messages from date to date) 

 Get identifying information from your clients 
or other witnesses 



 91 % of today’s online adults use social media 
regularly, which has become the number one 
activity on the web. (Experian Marketing Services, 
The 2012 Digital Marketer: Benchmark and Trend 
Report 79) 
 

 People spend more time on social networks than 
any other category of websites, accounting for 20 
% of their time spent on PCs, and 30 % of their 
mobile use time. (Nielsen, State of the Media: 
Social Media Report 2012) 

 



 Social media use in the US has increased by 
356% since 2006 

 52 % of Americans have at least one social 
media profile 

 More than one billion people use Facebook 
actively every month 

 32 % of all Internet users are now using Twitter 

(Erik Qualman, “10 new 2012 Social Media Stats”) 



 Twitter users send one billion tweets every two 
and a half days 

 Instagram users upload forty million images 
every day 

 Facebook users share 684,478 pieces of content 
every minute 

 Youtube users upload 48 hours of new video 
every minute 

(Josh James, How much Data Is Created Every 
Minute) 
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 NYPD has a social media 
unit 

 Defendant in Kentucky 
was jailed after he posted 
a photo of himself 
siphoning gas from a 
police car on facebook 

 DC defendant broke into a 
home and stole a laptop, 
coat, and cash and used 
the victim’s laptop to post 
a picture of himself 
wearing the stolen coat 
and holding up the stolen 
cash  



-Armed Robbery 

-February 9, 2013 

-Shaw/ Howard Metro Station 

- Defense Version: Innocent presence. Client and his 
brother went out in the city that night. There was a 
long wait for the next train at Shaw/ Howard. While 
they were waiting, a fight broke out and client tried to 
break it up. Client was not involved in the fight. After 
the fight, client saw an IPhone laying on the ground 
and picked it up. He didn’t know the owner and 
thought it was lost. He didn’t know a stabbing had 
occurred or that anyone was hurt.  

 



 



 Tips: 

 -Use of quotes in the search field 

 -Try switching the order of the words 

 -Site: search  (Site: twitter Shaw/Howard 
    Metro Stabbing) 

 -Exclude a word: “-keyword” in your search 

 -Time Ranges: Keyword 2007….2010 

 -”Or” searches: Keyword OR Keyword 

 When in doubt type in “How to search google” 





 Search by real name 

 Try searching nicknames with a neighborhood 
affiliation 

 Locate someone in your target’s social network 
and search their friends 

 Print friend lists for your client 

 Search for relatives of your target 



 



 



 



 Name 
 Photos 
 DOB 
 Phone Numbers 
 Messages 
 Groups and Fan Pages 
 Friends/ Associates 
 Employment 
 School History 
 Check-ins/ Locations 
 Links to other Social Media Accounts 
 Postings about the incident! 
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 Share 140 character or less updates called 
“tweets” 

 Share whereabouts, location, daily activities 

 Interact with friends by tweeting at them 

 Link to news, photos, videos, sites 

 Create interactive content with hash tags 

 Share your location 



 Timeline 

 RT: Retweet 

 DM: Direct Message 

 #: Creates a searchable hyperlink. IE, 
#mileycyrus 

 Twitpic, Twivid, Yfrog 

 @= used to tweet at someone directly 





 



 Users upload and share videos 

 People can comment on, “like”, or “dislike” 
people’s videos 

 A particular user’s video may give you 
information about their whereabouts, opinions, 
affiliations, etc 

 The incident could be posted on youtube 

 



 

https://www.youtube.com/watch?v=QPAgmsh0h0Y
https://www.youtube.com/watch?v=QPAgmsh0h0Y
https://www.youtube.com/watch?v=QPAgmsh0h0Y


 The new facebook 

 Photo and video sharing website and social 
networking service that allows its users to take 
pictures and videos, apply filters to them, and 
share them on a variety of social networking 
services.  

 A distinctive feature is that it confines photos 
to a square shape. 

  Users are able to record and share short videos 
lasting up to 15 seconds. 

 

 





 



 Search for Witness’ Name 

 View postings near incident date 

 Print Screen any useable photos 
 



 Snapchat is a mobile app that 
allows users to send and 
receive "self-destructing" 
photos and videos.  

 Photos and videos taken 
with the app are called 
Snaps.    

 The sender determines how 
many seconds (1-10) the 
recipient can view the Snap 
before the file disappears 
from the recipient's device. 

 Now able to exchange texts 
and real time videos through 
Snapchat.  
 



 Teen usership has increased 639 % in the past 
year 

 a mobile service that lets you capture and share 
short looping videos that last up to six seconds 

 Example Video 

 Example Video 2 

  

https://www.facebook.com/video.php?v=367159893451297&set=vb.170901143077174&type=2&theater
https://www.youtube.com/watch?v=UA2xXvgpkmQ


 Used for aggregate searches 

 Ie, Search “Barry Farms” on all of twitter 
or all of facebook 

 Links to the accounts or pages of people 
sharing content related to your search 

 



 



 Pheed: 81 % of users 
are 14-25 year olds 

 Flickr: up 254 % in 
teen user ship 

  Kik Messenger 

 Tagged 

 Tinder 



 Taking Screen Shots (time stamp) 

 Printing Frequently 

 Print to PDF  



 Public vs. Private social media information 

 

 Fourth Amendment vs. State Ethics 

 United States v. Meregildo, no justifiable expectation 
that his “friends” would keep his profile private. 

 Legal ethics are separate from constitutional 
exclusion. 



 Can I or my investigator uses my client’s 
account to look at the client’s friends/ 
followers?  

 Probably fine. 

 Public views are public. 

 Friend networks grant friends 
access to use as they wish. 

 Active engagement requires 

 Following ethical Rules 4.2 and 4.3 

 

 



 Can I use my client’s account to “friend” 
witnesses not already on the friend list?  

 It Depends. 

 If a defense agent (including 
client) does it, lawyer is subject 
to state Rules 

 If client does it on his/her own 
it’s likely not an ethical issue  
for the lawyer. 

 

 



 Can I tell my client to delete information, 
photos, or an entire account?  

 Probably a bad idea. 

 Destruction of evidence –  
generally violates Rule 3.4. 

 VA discipline – 5-year  
suspension 

 Criminal prosecution for  
obstruction of justice 

 

 



 Can I tell client to change privacy settings? 

 Probably ok, depending  
on state. 

 Rule 3.4 (a) – can’t  
“conceal,” but… 

 Rule 3.4 (f) – client and  
relatives can refuse to  
voluntarily turn over. 

 Deactivating a account?  

 Is it “destruction” or simply a privacy change? 

 

 



 Can I set up a “dummy” account?  

 Probably a violation if: 

 Does not include true name 

 Is misleading 

 Rules 4.2 and 4.3 

 Some states require more: 

 Statement of true nature of  
contact 

 



Jurisdiction Public Info Real Friend 
Request? 

Fake Friend 
Request? 

3rd Party 
Request? 

Philadelphia Ethical 

(but must disclose true 

intent) 

New York State Ethical Ethical (no need to 

disclose true intent) 

Not Ethical Ethical 

(no need to disclose true 

intent) 

New York City Ethical (no need to 

disclose true intent) 

Not Ethical Ethical 

(no need to disclose true 

intent) 

San Diego Ethical (but must disclose 

true intent) 

Oregon Ethical Ethical (if person is 

unrepresented) 

(no need to disclose true 

intent unless person asks) 

Not Ethical 

(exception for violation of 

civil laws, criminal laws, 

or constitutional rights) 

Ethical 

(lawyer can advise and 

supervise lawful cover 

activity when exception 

applies) 

New Hampshire Ethical Ethical (if person is 

unrepresented) 

(but must disclose true 

intent) 

Ethical 

(but must disclose true 

intent) 

Massachusetts Ethical (if person is 

unrepresented) 

(but must disclose true 

intent) 



 Using Photos 

 Using words/text 

 Admissibility and authentication- what 
witness(s) do you need? 

 Purpose of using the text/ words? 

 Location Data/ IP address information 





 FRE 607 Who May Impeach 

The credibility of a witness may be attacked 
by any party, including the party calling 
the witness.  

 



 FRE 607 Who May Impeach 
 Credibility 

 

“Prosecutor: Were you drinking that night? 
 
 
PW:    I don’t really drink.  I don’t like the taste.  I might 
drink           in momentous occasions.” 



 FRE 607 Who May Impeach-Bias or 
Interest 







 FRE 613 Prior Statements of Witnesses 
(a) Showing or Disclosing the Statement During 
Examination. When examining a witness about the witness’s prior 
statement, a party need not show it or disclose its contents to the 
witness. But the party must, on request, show it or disclose its 
contents to an adverse party’s attorney. 

 

(b) Extrinsic Evidence of a Prior Inconsistent Statement. Extrinsic 
evidence of a witness’s prior inconsistent statement is admissible only 
if the witness is given an opportunity to explain or deny the statement 
and an adverse party is given an opportunity to examine the witness 
about it, or if justice so requires. This subdivision (b) does not apply to 
an opposing party’s statement under Rule 801(d)(2). 

 

http://www.law.cornell.edu/rules/fre/rule_613




 If the government possesses information 
that we cannot obtain on our own 

 - the page no longer exists 

 - Rule of completeness 

 - Rosser Letter 

 - Pleadings 

 Asking for exculpatory or discoverable 
information 



 Always consult with a supervisor before 
deactivating an account or deleting any 
profile, picture, or message. 

 Routinely check all social media accounts 
on clients and witnesses for EVERY case 

 The new era of investigation 
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